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Background




Background

The LocalGovernment Act 1993( 6 Lo c a |

Go v er n me and théAlodal@pvernment

(General) Regulation 2005 6 L o ¢ a |

Re g u | aréquire eadh)council in NSW to
have:

an audit, risk and improvement committee

that continuously reviews and provides

independent advice to the council on how

it is functioning and managing risk

a robust risk management framework that
accurately identifies and mitigates the risks
facing the council and its operations, and

an effective internal audit function that

provides independent advice as to whether

the council is functioning effectively and
the ¢ o u n terhabcsntrols to manage
risk are working.

These threemandatory governance
mechanisms area vital part of the NSW
Governmentds plan tae en s (PRQIS§Isf riskmpapagement and internal
doing things the best way they can for their
communities and are on track to delivering
their community & goals and objectives.

Communities themselves will ultimately be the

greatest beneficiaries.

If implemented effectively, audit, risk and
improvement committee s, risk management
and internal audit will lead to councils:

achieving their strategic objectives in the
most efficient, effective and economical
manner

having better and more efficient levels of
service delivery

having increased accountability and
transparency

achieving better decision-making and
having the confidence to make difficult
decisions

having increased financial stability

achieving and maintaining compliance with

all laws, regulations, internal policies and
procedures, and

better safeguarding their public assets.

Gover

Purpose

These guidelines have been developed to
assist councils county councils and joint
orgamisations to comply with statutory
requirements under the Local Government Act
and Local Government Regulation.

They also seek to strengthen risk management
and internal audit practices in NSW muncils by
setting a minimum standard that reflects a
Ostpr acti ced approach

The Guidelines have been issued underthe
Local Government Regulation (clause#tbc)
which confers on the Secretary of the
Department of Planning, Industry and
Environment, (&ecretary DPIB, the power to
issue guidelines on the appointment and
operation of audit, risk and improvement
committee s and the implementation by
councils, county councils and joint

audit activities.

Councils are required under the Local
Government Regulation to comply with these
Guidelines when establishing and operating
their audit, risk and improvement committee s,
risk management framework and internal audit
functions.

They replace the InkB@! Govern
Audit Guidelinesfor Local Government in NSW
issued in 2010.

The three core requirements outlined in the
Guidelines reflectinternational standards and
the recommendations and opinions of internal
audit practitioners, councils, councillors, audit,
risk and improvement committee members,
risk management practitioners, government
agencies expertsand community members.

They are also informed by practicesin other
Australian jurisdictions and give effect to the
recommendations of the :

- Independent Commission Against
Corruption in its inquiries into Burwood
Council (2011) and Botany Bay Council
(2017)
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- Local GovernmentActs Taskforcein its
review of the Local Government Act 1993
(2013)

- Independent Local Government Review
Panelin its Revitalising Local Government
inquiry (2013), and

- various performance audits and other
reviews conducted by the NSW Auditor-
General since 2010.

Based onthese recommendations:

- the core requirements outlined in the
Guidelinesrelating to the operation of a
Cc 0 u n eudit, rislsand improvement
committee have been modelled on the
Internal Audit and Risk Management Policy
for the General GovernmentSector(TPP20-
08) developed by NSW Treasuryand best
practice in the public and private sectors

- the core requirements relating to risk
management have been modelled on the
current Australian risk management
standard, AS/NZS ISO 31000:208 Risk
Management d Guidelines and

- the core requirements relating to a
counci | daudiifunctioa hawvesbéen
modelled on the Institute of Internal
Auditors (lIA) International Standards for
the Professional Practice of Internal
Auditing (the dnternational Professional
Practices Framavorkd and best practice in
the public and private sectors.

The framework balances these professional
standards and best practice approacheswith
the unique structure, needs and operating
environments of metropolitan, regional and
rural councils, county councils and joint
organisations across NSW.

The release of these Guidelines follows an
extensive consultation process. The Office of
Local Government thanks all the individuals,
councils and bodies involved in the
development of the risk management and
internal audit regulatory framework.

Further resources

There has been a wide range of information
and guidance developed in recent times by
government agencies, experts, practitioners
and other bodies to help organisations
establish effective audit, risk and improvement

committee s, risk management frameworks and
internal audit functions.

As a starting point, a list of further resources
has beenincluded at the end of each core
requirement. These resourcesprovid e practical
information and tools such asexamples,
templates, checklists and sample documents
that councils may find useful when
implementing these Guidelines.

Terminology

When a joint organisation is applying these

Guidelines, it should substitute the term

cxcouncil 6ofganibsati nondé, ogov
bodyd6 for oOboarddayoréchairpe
ovoting representatived for
cexecutive officer6 f or oOgeneandal manag
oannual reportoé for oannual
st at e mvbenetagpropriate.

Where a county council is applying these
guidelines, it should substitute the terms
ocounty council é6 for
f or 0 c o, wher iadpropriated

ocounc
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Statutory framework

The Local Government Act and Local
Government Regulation provide the statutory
foundations and prescribe the desired
outcomes for councilsbaudit, risk and
improvement committee s, risk management
frameworks and internal audit functions.

Relevant provisionsof the Local Government
Act and Local GovernmentRegulation are
detailed below.

Guiding principles of local
government

The guiding principles of the Local
Government Act (sections 8A, 8B and 8Q
require each council to carry out its functions
in a way that provides the best possible value
for residents and ratepayers.

The guiding principles also specify that

councils are to:

- spend money responsibly and sustainably,
and align general revenue and expenses

- invest in responsible and sustainable
infrastructure for the benefit of the local
community

- effectively manage their finances and
assets and have sound policies and
processes for performance management
and reporting, asset maintenance and
enhancement, funding decisions, and risk
management practices

- ensure the current generation funds the
cost of its services and achieves
intergenerational equity, and

- manage risks to the local community, area
or council effectively and proactively.

Role of the governing body

To achieve these guiding principles, the Local

Government Act (section 223) provides that

the role and responsibilities of the governing

body include:

- directing and controlling the affairs of the
council in accordance with the Local
Government Act

- ensuring, as far as possible the financial
sustainability of the council

- ensuring, as far as possible that the
council complies with the guiding
principles of the Local Government Act

- keeping the performance of the council
under review

- making the decisions necessary to ensure
the council properly exercises its
regulatory functions, and

- being responsible for ensuring that the
council acts honestly, efficiently and
appropriately .

Role of the general
manager

The Local Government Act (section 335)
provides that the general manager is
responsible for:

- conducting the day-to-day management
of the council in accordance with the
strategic plans, programs, strategies and
policies of the council & this includes
establishi ng t he
structure and appointing and dismissing
council staff (section 332)

- implementing, without undue delay, the
lawful decisions of the council

- advising the governing body on the
development and implementation of the
C 0 u n clans, pregrams, strategies and
policies, and

- ensuring that the mayor and other
councillors are given timely information
and advice and the administrative and
professional support necessary to
effectively discharge their functions.

The Local Government Regulation (clause 209)
also requires the general manager to ensure
that:
- the council complies with all legal
financial obligations, including the
keeping of accounting records
- effective measures are taken to
secure the effective, efficient and
economical management of financial
operations within each division of
the council s admini
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- authorised and recorded procedures
are established to provide effective

review and provide independent advice to the
general manager and the governing body of

control over the councitheounchans et s,

liabilities, revenue and expenditure
and secure the accuracy of the
accounting records, and

- lines of authority and the
responsibilities of members of the
council ds staff for
clearly defined.

Role of a joint organisation

The Local Government Act establishes joint
organisations as a strategic regional body of
councils.

The role and responsibilities of a joint
organisation under the Local Government Act
(section 400R) are to:

- establish regional priorities for the joint
organisation area and strategies and plans
to deliver these priorities

- provide regional leadership for the joint
organisation area and advocate for
strategic regional priorities, and

- identify and take -up opportunities for
intergovernmental cooperation .

Joint organisation s also deliver servicesand
provide assistance to, or on behalf of , councils,
and councils are able to delegate certain
functions to their joint organisation (sections
355, 379 and 400S).

The Local Government Act (section 400Y)
provides that the Executive officerof a joint
organisation is to:

- conduct the day-to-day management of
the joint organisation in accordance with
the strategic regional priorities and other
plans, programs, strategies and policies of
the organisation, and

- appoint, direct and dismiss staff.

Audit, risk and
Improvement committee
The Local Government Act (section 428A)

requires each council to establish anaudit, risk
and improvement committee to continuously

- whether the council is complying with all
necessary legislation regulations and other
legal requirements

- the adequacy and effectiveness ofthe

council ®6s risk management
r el atfraud ant €ofruption preleBtion activities,

financial management processes,and the
council s financi al
performance

- the ¢ 0 u n gavdrnarge arrangements

- the achievement by the council of the

goalssetoutinthecounci |l 8s communi

strategic plan, delivery program,
operational plan and other strategies

- how the council delivers local services and
how it could improve the performance of
its functions more generally

- the collection of performance
measurement data by the council, and

- any other matters prescribed by the Local
Government Regulation (including internal
audit).

The Local Government Act(section 428B)
allows councils to establish a joint audit, risk
and improvement committee with other
councils including through joint or regional
organisations of councils.

The Local Government Regulation(clause
#tbc):

- requires each council to appoint an audit,
risk and improvement committee
comprising of a chair and two or more
other persons as specifed by these
Guidelines

- allows councils and joint organisation s to
share committees

- requires the Chairand other members of
an audit, risk and improvement committee
to satisfy the eligibility requirements
outlined in these Guidelines

- allows councils to appoint a councillor who
satisfies the eligibility requirements
outlined in these Guidelines as a non
voting member of its committee

- allows joint organisations to appo int a
voting representative of the board who
satisfies the eligibility requirements

Guidelines for Risk Management and Internal Audit for Local Government in NSW 9
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outlined in these Guidelines as a non - requires each adituncil 6s i |

voting member of its committee activities to operate in accordance with a
- requires each committee to operate in charter adopted by the council, based on
accordance with terms of reference the approved Model Internal Audit Charter
adopted by the council, based on the contained in these Guidelines
approved Model Terms of Reference - allows councils and joint organisations to
contained in these Guidelines and share the performance of internal audit
- requires councils to provide their activities
committee with direct and unrestricted - specifies tduditfriskeandcounci | 0:
access to the general manager and other improvement committee is to oversee the
senior staff and any information and counci | dauditiaativitiesr n a |
resourcesnecessary toundertake its role. - requires that a member of
staff is appointed to direct internal audit
For the purposes of section 428A(2)(i) of the activities 8 for shared arrangements this
Local Governmert Act, council sd ancdnhbk &stafl thhember of one of the
0r gani saaditfisk and réview participating councils or joint organisation
committees are to also keep internal audit in the shared arrangement

activities under review. - requires this member of staff to report

only to the audit, risk and improvement
committee regarding internal audit
activities
- requires the general manager to consider
the views of the aodit,bair of
Risk management risk and improvement committee before
making any decision affecting the
employment of the staff member
appointed to direct internal audit activities,

The requirements for audit, risk and
improvement committee s in these Guidelines
are detailed in core requirement 1.

The Local GovernmentRegulation (clause#tbc)
requires eachcouncil and joint organisation to

implement a risk management framewaork that and

is consistent with the requirements specified in - requires the audit, risk and improvement

these Guidelines. committee to review the performance and
efficacy of thaudtouncil ds

A ¢ o u nendral ndaragegor a joint activities once each council term and

or gani semetutive offites has overall report to the governing body of the

responsibility for the implementation of the council on the outcome of its review and

council s or josknt organi s &eke@gprrpendations.
management framework.
The requirements for internal audit in these

Ac o u n audit, rislsand improvement Guidelines are detailed in core requirement 3.
committee is to review and provide

independent advice to the council on the
implementation of its risk management

framework under section 428A(2)(b) of the AnNn u al atte Sta'“ on

Local Government Act.

The Local Government Regulation (clause #tbc)

requires the general manager of a council or

the executive officer of a joint organisation to

publish each yearan attestation statement in

Internal audit t h e. c ogjrn cji @ ic”)rst- oangualni sati on
report indicating whether, during the

preceding financial year,t he counci |l 6s or
0 r g a n i saadit, irisk and improvement

committee, risk management framework and

The requirements for risk management in these
Guidelines are detailed in core requirement 2.

The Local Government Regulation(clause
#tbc):
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internal audit function complied with these - the council or joint organisation cannot
Guidelines. comply with the requirement because of
temporary extenuating circumstances or

An attestation certificate template resourcing constraints that will significantly

is provided at Appendix 1 and i mpact the council &s or |
attestation requirements are budget

highlighted with this symbol - the council or joint organisation is not able

throughout these Guidelines. to enter into an agreement with another

council to share the performance of

The details of each member jhpha dullitctittiesudhg i | 0s
audit, risk and improvement committee must

. . . - current or proposed alternative
also be included in the attestation statement. prop

arrangements will achieve outcomes
equivalent to the requirement under these

This is to ensure that the council takes S
Guidelines.

independent assurance and risk management
seriously and is accountable to the community
for how it has implemented these
requirements.

Under the Local Government Regulation, a
council &8s application to th
exemption must be in the form and contain

. . the information specified in these Guidelines.
Compliance status is to be selfassessed by the :

general manager, in consultation with the

o . , Where the Secretary exempts a council from a
audit, risk and improvement committee .

requirement und er these Guidelines, the

counci l must publish the Se
The general manager or executive officer must for the exemption in their annual report.
consider the views of the chair of the council &s
or joint 0 auditriskiarda t i 0N 8s A council is not prevented from applying for a
improvement committee on the content of the further exemption when a previous exemption
attestation statement when preparing the expires.
statement.
If the chair disagrees with the content of the Accountability
attestation statement prepared by the general
manager or executive officer, they may prepare Councils that are non-compliant with statutory
their own report and submit this to the requirements and are not granted an
SecretaryDPIE exemption may face enforcement action under

the Local Government Act
Exemption s
There may be times where a council or joint M on itori ng

organisation will not be able to comply with all
requirements relating to its audit, risk and
improvement committee , risk management
framework or internal audit function.

The NSWAuditor-General mayundertake an
assurance role in monitoringcounci | &8s
compliance with the core requirements

outlined in the Local Government Act, Local

In these circumstances,the Local Government . o
Government Regulation and these Guidelines.

Regulation (clause #tbc) confers on the
SecretaryDPIE the powerto exempt the
council or joint organisation from compliance
with a requirement under these Guidelines
where the council or joint organisation
requests such an exemption. The Secretary
DPIIE may grant an exemptionwhere they are
satisfied that:

This may include conducting sector-wide
performance audits, or compliance audits of
individual councils and undertaking reviews of
the statutory exemptions granted by the
Secretary DPIE
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Corereguirement 1:

it risk and i .

- Each counciland joint organisation has an audit, risk and
improvement committee that reviews the matters referred
to in section 428A of the Local Government Act



The Committee must also provide infor mation

GU|d|ng pl’inCip|eS fOI’ to the council for the purpose of improving the
. . council &8s performance of it
audit, risk and

The Local Government Regulation(clause #tbc)

Improvement al so requi randt riskardounci | &8s
. improvement committee to review and provide

committee s advice on the auditacdgties 6s i nt
x  An audit, risk and improvement committee The audit, risk and improvement committee 6 s

is independent of the council role also extends to any entities established by
x  The committee is equipped with the or operated by the council.

relevant expertise and has the access to

council resources and information The exact nature of eachaudit, risk and

necessaryto fulfil its role and improvement committee6 s r ol e and t he

responsibilities effectively activities it reviews on behalf of a council under

section 428A of the Local Government Act will
vary depending on the counc
and business functions.

x  BEach council receives relevant and timely
advice and assurance fromthe committee
on the matters listed in section 428A of the

Local Government Act . .
Theseactivities are to be agreed by the audit,

x The work of the committge Is thoroughly risk and improvement committee and the
planned and executed, r|§k-ba~sed and council during the development of the
linkedtothecounci |l 8ds strat egéocmchfi?’leseﬁs t ersoggested referen
x  The committee adds value to the council activities are provided in Appendix 2.
and is held accountable by the governing
body for its performance

x  The council is accountable to the Level of assurance
community for complying with statutory
requirements relating to the committee. Audit, risk and improvement committee s are to

have an advisory and assurance role only. They
are to exerciseno administrative function s,

delegated financial responsibilities or any

R()Ie and fu nCtionS management functions for a council.

Under section 428A of the Local Government Itis expected that each audit, risk and

Act, each council (including county council s improvement committee will provide

and joint organisation s) must have an audit, independent advice to the council that is

risk and improvement committee to infformedbyt he councialbdiandi nt er nal
independently review and advise on the risk management activities and information

following aspects of t he 2gd@dvigeproyidedby goyngilstaft, relevang .
(a) compliance external bodies and other subject matter

(b) risk management experts.

(c) fraud control

(d) financial management

(e) governance WO rkp I ans

(f) implementation of the strategic plan,
delivery program and strategies

(g) service reviews Strategic work plan
(h) collection of performance measurement
data by the council, and It is essential that the work of the audit, risk

and improvement committee is thoroughly

(i) any other matters prescribed by the
planned and executed to ensure that no

regulation.
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council activity or function is missed by the
committee and that councils receive value for
money from their assurance investment.

A ¢ o u raadit, lis& and
improvement committee
must develop a strategic
plan every four years to
ensure that all the matters listed in section
428A of the Local Government Act are
reviewed by the committee and internal
audit function over each council term.

The plan must be developed by the audit, risk
and improvement committee in consultation
with the governing body, general manager, the
head of the internal audit function and senior
managers (where appropriate) and adopted by
the governing body of the council at the start
of the council term.

To maintain the independence of the audit, risk
and improvement committee , the governing
body of the council must be careful when
adopting the strategic workplan not to direct
the commit t eweokk sver the council term.

Content

The nature of the strategic plan will be
commensurate with the size and complexity

of the council, as well as thecouncild s r i s k

profile, and consistent with the requirements
of the International Professional Practices
Framework.

At a minimum, it should document:

- the goals and expected outcomes of the
audit, risk and improvement committee for
the council term

- key organisational issues and risks faced by
the council and how the committee will
review these, and

- key performance indicators to measure
progress across council terms.

When devel oping the

workplan, the audit, risk and improvement

committee should consider at a minimum:

- the

- risksfacing the council

- the work of other review activities or
functions (for example, external and

council ©6s

strategi cimpobdmenedormnittees must -
-
v

performance audits, and reviews oraudits
by other government agencies)

- anassurance map of the cou
assurance activities vihich may assist to
determine where the Commif
internal auditf uncti onds wo,r Kk sho

and
- stakeholder expectations.

There should also be sufficient flexibility in the
strategic plan to accommodate the need for
additional audits on emerging risks from time
to time.

The audit, risk and improvement committee
may, i n consul
governing body, vary the strategic work plan at
any time to address new or emerging risks.

The governing body of the council may also,
by resolution, request the committee to
approve a variation to the strategic work plan.
However, any decision to vary the strategic
work plan will rest with the committee.

When considering whether to vary the

strategic work plan, the committee must
consider the impact of the variation on the
internalaudit functionds e
the completion of pre -existing priorities and
activities identified under the strategic
workplan.

Review

The audit, risk and improvement committee
must review the four-year strategic plan at

least annually to ensurethat it is dynamic,
relevant and aligns wi
profile.

This will also ensure that the council remains
on track with its audits and any slippage in
progress can be quickly addressed.

councArrual worka tpdan c

A ¢ o u raadit, ris& and

develop an annual work plan  to
guide its work over the forward
year.
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The annual work plan must be developed by the councils strategic four-yearly workplan and

the audit, risk and improvement committee in annual work plan to enable the council to
consultation with the governing body, general gauge the:

manager, head of the internal audit function - performance of the Committee and

and senior managers (where appropriate). internal audit function and the value they

are providing the council, and

- council® performance regarding the
matters listed in s428A so that the council
can assess whetherit is improving each
council term in these areas.

The annualwork plan must be consistent with
the requirements of the International
Professional Practices Framework anddentify:
- the internal audits that will be carried out
during the year to support the work of the

audit, risk and improvement committee These key performance indicaprs are to be

- the key goals, objectives and scope of the reviewed and reset by the audit, risk and
proposed audits improvement committee for each annual work
- the resources needed for eachaudit (for plan and strategic four-yearly work plan to
example, staffing, budget, technology), and ensure they reflect the changing needs of the
- key performance indicators to measure council and the increased capacity of the
annual progress against. Committee and internal audit function as they
mature.
The annual work plan must be flexible enough
to allow it to be reviewed and adjusted as The general manager, in consultation with the
necessarythroughout the year in response to audit, risk and improvement committee , must
any changes to the coun c iensgrethatgdatkcsllegign or performance
operations. management system is established and
maintained to collect the data needed to
The audit, risk and improvement committee measure progress against these key
may, in consultation wi t Herformaicedndicators.i | 6 s

governing body vary the annual work plan to
address new or emerging risks.

The governing body of the council may also, PrOV|d | ng adV|Ce tO
by resolution, request the committee to ;
approve a variation to the annual work plan. the govern I ng bOdy

However, any decision to vary the annual work
plan will rest with the committee.

Quarterly updates

When considering whether to vary the annual

work plan, the committee must consider the Ongoing reporti ng by the audit, risk and
impact of the variation on the internal audit improvement committee to the governing
functionb6s existing wor KIbodg thndgeneral mamaer)is essential for
completion of pre -existing priorities and accountability and will ensure that the
activities identified und er the annual work plan. governing body is kept abreast of matters

considered by the Committee and any
emerging issues that may influence the
Performance measurement strategic direction of the council or the
achievement of the council o
The performance ofe a ¢ h ¢ caudit,¢isk | 6s  gpjectives.
and improvement committee and internal

audit function, as well as the council, must be It will also ensure strong linkages between the

able to be assessed tomeasure progress and audit, risk and improvement committee , the

improvement. governing body and the general manager and
lead to a better functioning assurance

The audit, risk and improvement committee mechanism.

must establish key performance indicators for
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The audit, risk and improvement committee - any key opi miudmsd drr oot & khee

must provide an update to the governing body commi tteeds meeting.

of the council of its activities and opinions after

every committee meeting. Should the governing body require additional
information, a request for the information may

The audit, risk and improvement committee be made to the Chair by resolution. The Chair

must also provide its quarterly update to the may only provide the information requested by

general manager to ensure they are kept the governing body where the Chair is satisfied

abreast of issues raised and can answer any that it is reasonably necessary for the

guestions the governing body may have about governing body to receive the information for

thecommi tt eeds opinions an dhe purposes of performing its functions under

recommendations. the Local Government Act.

The mayor can request to meet with the Chair Individual councillors are not entitled to

of the audit, risk and improvement committee request or receive information from the

at any time to discuss any issues relating to the Committee.

work of the committee during the quarter.

The chair of the audit, risk and improvement Annual assessment

committee can also request to meet with the o
A ¢ o u raadit, tis& and

mayor at any time. . . -
Improvement committee  must —_

provide an annual assessment to

Content the governing body each year

The nature and content of the audit, risk and

improvement committee6 s quarterly updates is

to be determined by the governing body and This will ensure that the governing body of the

the committee. council is fully informed of the audit, risk and
improvement committeed s wor k and its

It could simply be providing a copy of the on how council is performing .

audit, risk and improvement committee 8 s The annual assessmentmust include:

meeting minutes to the governing body if - a summary and assessmentof the work

appropriate, or something more formal such as the audit, risk and improvement

a report for noting by the governing body, or a committee performed to discharge its

face-to-face meeting between the committee , responsibilities during the preceding year

governing body and general manager to - an overview and assessmentof the work

discuss important issues that have been of the internal audit function

identified.

- progress against key performance

indicators
Whatever the nature and form the update

takes, the governing body and general
manager must be advised, at a minimum, of:

©oany f.ormal resolutions Of, the audit, risk the matters considered by the committee
and improvement committee duri . . ~
uring the year that, inthe co mmi t t ee d s

- thecommi tteebs assaadis ment  Oghinidh m¥d based on the level of risk
conducted, including any breaches or lack facing the council, the governing body
of controls that require an immediate should be informed of . and

response from the council . - .
) ) - other views or opinions of the council that
- progress on the implementation of the committee wishes to impart .
corrective actions

- opportunities for longer -term
improvement, and

advice on the appropriateness of the
co mmi t tteenss df seference

an independent assessmentand advice on

Before providing their annual assessment to
the governing body, the audit, risk and
improvement committee must provide a copy
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of its annual assessment report to the general Strategic assessment

manager to enable them to develop an action
plan to address anyissues identified.

Both the audit, risk and improvement Improvement commitiee
committeed s annual assessment
gener al manager6s action
considered jointly by the governing body at an

annual assurancemeeting with the committee

and the general manager.

Annual assurance meeting

A ¢ o u rauadit, fis& and

rovide to the governing body of
P an (5 Lt He 9 . y
the council a comprehensive
rP ag ca en e .
independent ~assessment every council term
(i.e. four years) of all the matters listed in
section 428A of the Local Government Act

must

This will ensure that the governing body of the

council is fully informed
It would be beneficial for the audit, risk and performance in relation to the matters
improvement committee , governing body and specified in section 428A of the Local
general manager to come together annually to Government Act and what corrective actions
discusstheco mmi t t ee 6 s smentaf al a&&regyired to address any issues identified.
the council, how the council propose s to
respondtothe commi t t eeds r ec o mméWikalse prayigesthe governing body with
for corrective actions and other important essential information that will assist with
internal audit and risk management matters. strategic decision-making and resource
allocation during the next council term.
The governing body may wish to hold an
extraordinary or additional meeting each year Before providing their strategic assessment to
for this purpose. the governing body, the audit, risk and
improvement committee must provide a copy
The annual assirance meeting should also of its report to the general manager to enable
discuss the general manager to develop an action plan
- the audit, risk and improvement to add.ress any issues identified during the next
committeed annual plan and review council term.
priorities for the upcoming year , for the ] o ]
approval via resolution of the governing leen.the audit, risk and |mpr'ov.er.n.ent
body committeed s f nahresponsibility for the
_ 4 . internal audit function of the council, the
- any resourcing issues for the internal audit . .
or risk management functions that the committee mu.st also develop an actlon. plan
. . . for the governing body to address any internal
committee considers the governing body L . " .
. audit issues identified by the Committee.
should be informed of
- any updated committee terms of The audit, risk and improvement committee 8 s
reference, for approval via resolution by strategic assessment and the action plans can
the governing bo dy, and be considered jointly by the governing body at
- the general manager 0s aashategid assaranseareeting ¢dldtevery four
of the councilds risk maasagement function
(see core requirement 2).
Strategic assurance meeting
The mayor, chair of the audit, risk and
improvement committee and general manager It would be beneficial for the audit, risk and
can invite observers or other participants to improvement committee , governing body and
the meeting where appropriate. general manager to come together at the close
of the council term or commencement of the
new council term to discusstheco mmi t t ee d s
strategic assessment of the council how the
council proposes to responds to the
commi tteeds recomnilemekiat i ons
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council term and any other important internal
audit and risk management issues

This discussion can also inform the strategic
plans to be made through the integrated
planning and reporting process for the next
council term.

The governing body may wish to hold an
extraordinary or additional meeting for this
purpose.

The four-yearly assessment meetingcould also

discuss

- the audit, risk and improvement
committee & ®ur-yearly strategic plan for
the upcoming council term, for approval
by resolution of the governing body

- afour-yearly review of the committee d s
terms of reference, for noting by the
governing body and where applicable, an
updated terms of reference for approval by

resolution
- thegover ni nfpur-lyearty yediew of
thecommi tt eeds

plan to address any issues identified, for
approval by resolution of the governing
body

- the Office of Local
determination of which tier the council is
assigned to for the next council term for
the purpose of structuring their committee.

The Local Government
Regulation ( clause #tbc) requires
ac o u n caudit, sk and
improvement committee  to
operate according to terms of reference
consistent with the approved Model Terms
of Reference provided at Appendix 3.

The audit, risk and improvement committee 6 s
terms of reference can include additional
provisions that are not inconsistent with the
approved Model Terms of Reference orother
requirements.

The terms of reference are to be approved by
resolution of the governing body and reviewed
annually by the audit, risk and improvement
committee, and once each council term (i.e.
four years) by the governing body .

Terms of Reference

It is important that each audit, risk and
improvement committee has clear guidance on
how it should serve the council, and that the
council has input into how the committee will
operate given its investment.

This will ensure there is no ambiguity between
the council and the audit, risk and

improvement committee , and that the council
can measuretheco mmi t t ee d s

performamee council &8s

Structure

prel acfioo r ma n cEach council will have different audit, risk and

improvement committee requirements
dependingont h e
and the complexity of its operations.

Government ds

For this reason, councilscan either:

- establish an audit, risk and improvement
committee for its own exclusive use, or

- share their committee with another
council, county council or joint
organisation under section 428B of the
Local Government Act.

When deciding the most appropriate way to

structur eaudirislbaachci | s

improvement committee , the general manager

should consider the viability and capacity of a

shared committee to achieve its terms of

reference given the:

- size of the council in terms of both staffing
levels and budget

- geographical and functional distributi on of

oper a

- complexity of the ¢

- risk profile of the council

- expectations of stakeholders, and

- likely demands placed on the committee
by other councils in the shared
arrangement.
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- the chair of the audit, risk and

S|Ze and CompOS|t|0n improvement committee must:

0 meet the independence requirements
Eachcouncil, county council and joint for committee members, and
organisation has been categorisedas a tier 1 o be prequalified as a chair under the
(lowest), tier 2 (middle) or tier 3 (highest) NSW Go v e r Rregaaiifitation
council for the purposes of determining the Scheme-Audit and Risk Committee

size and composition of their audit risk and

_ _ Independent Chairs and Members
Improvement committee .

(6prequalifi@dessi on schen
exemption applies)
- all other voting members must meet the
independence requirements for committee
members (see below)
- the Local Government Regulation (clause
#tbc) allows each committee to have an
optional non-voting councillor member

These categories aredetailed in Appendix 4 .

This categorisation isbased on:

- the population, population density and
annual population growth or the local
government area

- the proximity of the local government area

that meetstheco mmi t t eeds el i gi bi
to an urban or regional centre criteria for councillor members (see below),
-t he c ofinandal stafus(including and
operating revenue and expenses - the size and composition requirements of
- the grouping of the council with other a committee are the same whether the
similar councils according to the Your committee is established by a council for
Council website its exclusive use or as part of a shared
- the remuneration categories determined arrangement.
by the Local Government Remuneration
Tribunal, and The minimum requirements for the
- anunderstanding by the Office of Local composition of audit risk and improvement
Government of the coun ctomngtgestn eash tigriare setoutbelow. It
performance and risk profile. should be noted that these are the minimum

requirements.

Councils can establish larger committees and
include more prequalified committee members
than required should they choose to do so.

The Local Government
Regulation ( clause #tbc) requires
each council to appoint an audit,
risk and improvement

committee that has three or more members Tier review

according to catdgmisatoounci | &8s

under these Guidelines as a tier 1, tier 2 or The tier each council has been placed inwill be
tier 3 council . reviewed by the Office of Local Government

each council term.

This is to ensure that the requirements of a

c 0 u n eudit, rlsand improvement
committee areappr opri ate for
size, risk profile,operational complexity ,
resources,and its ability to attract suitably
qualified committee members.

Any changes must be considered by councils
as part of their four-yearly review of the audit,
ecouncil |’0 ,

risk andp|mprovement committee . Where a
council is re-categorised by the Office of Local
Government to a higher or lower tier , the
council will need to review the structure and
composition of its audit, risk and improvement
committee to comply with the requirements of
the tier it has been placed in.

While there are a number of significant
differences in the size and composition of
audit, risk and improvement committee s
established by councils under each tier,
councils and joint organisations in all tiers
must comply with the following requirements :
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The governing body of a council can determine prequalified chair for their audit, risk and

via resolution to either: improvement committee .
- comply immediately di.e.vacate all the
redundant membership positions and Whilst prequalification is preferred, where a
appoint new members that comply with tier 1 council is unable to appoint a
the new requirements at the same time, or prequalified chair, the council can apply to the
- comply later - stagger compliance by SecretaryDPIEfor an exemption from this

allowing existing members to complete requirement.

their current terms and ensure any

members appointed thereafter comply The counci | @sanexemption cat i on
with the new requirement. must:
- be in writing
Where compliance is staggered, the council - outline the efforts the council has made to
can request an exemption from the Secretary appoint a prequalified chair, and
DPIEfrom complying with the new - outline the reasons whythe council has
requirement in relation to the co mmi t t ee d s been unsuccessful

composition as part of the attestation process.
The council must also demonstrate to the
Any exemption granted will apply for two Secretarythat any alternative chair
reporting periods (i.e. two years). recommended for appointment meets the
following eligibility criteria :
- strong leadership qualities
- the ability to promote effective working
relationships among audit, risk and
improvement committee members and

Councilsthat are categorised in a higher tier
may maintain their existing arrangements
where they are reviewed by the Office of Local
Government and placed in a lower tier should
they choose to do so.

with the council6 s i naudi fumctioh
and external auditor
General purpose c ouncils - the ability to communicate complex and

sensitive issues in a tactful manner to the

Tier 1 councils governing body, general manager and

council staff
All councils that are categorised as atier 1 - anunderstanding of the duties and
council are required at a minimum to have an responsibilities of the position
audit, risk and improvement committee that - asound understanding of the council and
has: local government
- 3independent voting members - functional knowledge in areas such as
comprising: o financial management and reporting
0 1 chair prequalified under the NSW 0 accounting
Go v er n mequalification scheme o governance (including planning,
0 2 independent persons that meet the reporting and oversight)
eligibility criteria for non-prequalified 0 internal and external audit
committee members (see below), and o performance management
- (optional) 1 non-voting councillor that o human resources management
meets the eligibility criteria for councillor o risk management

members (see below) o internal control frameworks

- they can lead effective committee

Exemptions meetings, and

It is recognised that some small councils - they have appropriate qualifications or
located in remote local government areas may membership to a certifying body

find it difficult to attract and retain a (desirable).
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Where a oouncil is granted an exemption from
this requirement by the Secretary, the
exemption will apply for the duration of the
chairds term.

Exemptions will only be granted in exceptional
circumstances.

The Secretarymay consult with the
administrator of prequalification scheme when
making its exemption determination.

Tier 2 councils

All councils that are categorised as a tier 2
council are required at a minimum to have an
audit, risk and improvement committee that
has:

- 3voting members comprising:

o0 1 independent chair prequalified under

the NSW Governmentads

prequalification scheme
o0 1 independent member prequalified

experience, but also small enough to operate
effectively.

The governing body is to determine the exact
size of the audit, risk and improvement
committee (3-5 members) in consultation with
the chair of the committee and general
manager, taking into account the needs and
risk profile of the council, and likely workload
of the committee .

County councils

Given their lower risk profile, resource base
and operational complexity, county councils
are categorised as eithertier 1 or tier 2
councils for the purpose of establishing their
audit, risk and improvement committee .

Whilst a tier 1 county council can establish an
audit, risk and improvement committee for its
own exclusive use, for administrative and cost
efficiency, it is recommended that tier 1 county

under the NSW Gover nmg&intild ilise the committee of a member

prequalification scheme

o 1 independent person that meetsthe
eligibility criteria for non -prequalified
committee members (see below), and

- (optional) 1 non-voting councillor that
meets the eligibility criteria for councillor
members (see below).

Tier 3 councils

All councils categorised as atier 3 council are
required to have an audit, risk and
improvement committee that has:

- 3-5voting members comprising:
o 1 independent chair prequalified under

the NSW Governmentos

prequalification scheme

0 A minimum of 2 independent
members prequalified under the NSW
Go v e r napeequalification scheme,
and

- (optional) 1 non-voting councillor that
meets the eligibility criteria for councillor
members (see below).

The audit, risk and improvement committee
appointed by Tier 3 councilsshould be large
enough to represent a balance of views and

council/s under an independent shared
arrangement (see below).

Joint organisations

Given their lower risk profile, resource base
and operational complexity, joint organisations
are categorised astier 1 councils for the
purpose of establishing an audit, risk and
improvement committee .

Where a joint organisation has not established
an audit, risk and improvement committee
within the joint organisation for its member
councils as part of a joint organisation shared
arrangement, for administrative and cost
efficiency, it is recommended that a joint
organisation utilise a committee established by
one of its member councils as part of an
independent shared arrangement (see below).

To ensure the audit, risk and improvement
committee has an understanding of the
interrelationships and needs of the joint
organisation and its member councils, and of
wider regional priorities, joint organisations
must only enter into an independent shared
arrangement with a member council/s.
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Shared committees

Under the Local Government Act (section
428B)and Local Government Regulation
(clause#tbc) councils can share anaudit, risk
and improvement committee . Council can:

share their committee with another
council/s, county council/s and/or joint
organisation/s as part of an independent
shared arrangement

utilise a committee established by their
joint organisation that is shared with all
member councils

for county councils - share their committee
with a member council, or

for joint organisation - share their
committee with a member council.

These options allow councils to establish and
operate their audit, risk and improvement
committee in a more cost-effective way.

For all sharedaudit, risk and improvement
committee s:

the committee must operate as an
individual committee for each council in
any shared arrangement and exercisetheir
functions for each council individually

a shared committee should only be
established and utilised by councils where
the committee can maintain a strong
understanding of each participating
council 6s a sapdigabletc e
meet these needs

a shared committee should only be
established and utilised by councils where
the committee can maintain an effective
working and reporting relationship wi th
the general manager and governing body
of each participating council

councils that are in different tiers but share
their internal audit function can, but are
not required to , also share their committee
where a committee is shared by councils
that are in different tier s, the requirements
for the higher tier will apply to all
participating councils (including joint
organisations and county councils)
councils that share their Committee, can
but are not required to , also share the

co mmi t tsexretdriat, and

councils should develop and sign a formal
agreement with the other councils in the
shared arrangement which outlines how
the shared arrangement will operate and
costs shared.

Where a joint organisation establishes an audit,
risk and improvement committee to serve its
member councils, it is at each member

counci

| s discretion

shared committee.

Shared councillor members

It is important to note that w here an audit, risk
and improvement committee is shared
between councils as part of an independently
established shared arrangement,or an
arrangement established by ajoint
organisation, and the councils elect to have a
councillor member on the committee, the
councillor member will not be shared by
councils.

To maintain the confidentiality of the business
of each council in the shared arrangement
considered by the shared committee:

the governing body of each council is to
appoint one councillor member to serve
on the audit, risk and improvement
committee for that council only

the councillor member is to only attend
committee meetings for their council , and

n e e.d Sthe councillor member is to receive

information pertaining to their council
only.

For joint organisations, the elected councillor
member will be a voting representative of the
board.

Shared indepen dent
members

Unlike councillor members, the chair and
independent members of shared audit, risk and
improvement committee s will serve all councils
participating in the shared arrangement.

For audit, risk and improvement committee s
appointed as part of an independent shared
arrangement, the councils in the shared
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arrangement are to mutually agree to the
independent members that will be appointed
to these roles, and each council is to confirm
their appointment by resolution.

For audit, risk and improvement committee s
appointed as part of an arrangement
established by a joint organisation by its
member councils, the board of the joint
organisation will appoint the chair and
independent members of the committee by
resolution on behalf of member councils under
delegation from the member councils .

Independence
requirements

All audit, risk and improvement committee
voting members must be independent to
ensure they have no real or perceivedbias or
conflicts of interest that may interfere with
their ability to act independently and can
provide the council with robust, objective and
unbiased advice about how the council is
functioning .

Each council must ensure that

the chair and any voting

member appointed to the

C 0 U n caudit, ds& and
improvement committee  meets the
following independence criteria.

A5 35

The independent voting committee member

cannot:

- currently be a councillor of any NSW
council

- be a non-voting representative of the
board of a joint organisation

- be acandidate at the last election of the
council

- be a person who has held office in the
council during its previous term

- be currently employed by the council or a
joint organisation, or been employed
during the last 12 months

- conduct audits of the council on behalf of
the Audit Office of NSW

- have a close personal or business
relationship with a councillor or a person

who has a senior role in the council that
may lead to a real or perceived conflict of
interest

- currently, or within the last three years,
provided any material goods or services
(including consultancy, legal, internal audit
and advisory services) to the council which
directly affect subjects or issues considered
by the audit, risk and improvement
committee

be (or have a close family member who is)
a substantial shareholder, owner, officer or
employee of a company that has a material
business contractual relationship, direct
financial interest or material indirect
financial interest with the council or a
related entity which could be considered a
real or perceived conflict of interest, or

- currently or have previously acted as an
advocate of a material interest on behalf of
the council or a related entity which could
be considered a real or perceived conflict
of interest.

Both the governing body of the council and

the general manager must ensure that
adequate procedures are in place to preserve
the independence of the chair and members of
the audit, risk and improvement committee .

Likewise, thechair and members must notify
the governing body and/or general manager if
a real or perceived threat to their
independence arises.

Eligibility
requirements

The personsappointed as a chair or a member
of an audit, risk and improvement committee
must possess the skills, knowledge and
experience necessary to undertake their roles
on the committee effectively and to ensure the
committee is able to operate appropriately and
effectively to support the council.

A poorly skilled audit, risk and improvement
committee may not be able to provide the
assurance needed by the council and may lead
to sub-optimal outcomes that jeopardise the
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C 0 U n capdcify ® achieve its strategic
objectives.

Council s must ensure that the
chair and other members of the
Cc 0 u n caudlt, ds& and
improvement committee  meet
the below eligibility criteria.

Prequalified members

In addition to meeting the independence
requirements listed above, prequalified audit,
risk and improvement committee voting
members must be sourced from the NSW
Go v er n mequdlification scheme.

Individuals that have been prequalified under
the scheme have been assessed by an
independent expert panel convened by the
NSW Governmentas having the skills,
knowledge and experience to perform the role
asachair or memb e audigrsk a
and improvement committee .

A person prequalified under the scheme as a

6commi ttee memberd can

a member of an audit, risk and improvement
committee 0 they cannot be appointed as the
chair.

Similarly, only a person pre-qualified as a

@haird® can be ahpipobannt ed

audit, risk and improvement committee .

To preserve their independence, and as a
condition of the prequalification scheme,
prequalified members can be appointed to up
to (#tbc) separate audit, risk and improvement
committee s in the NSW public sector and the
NSW local government sector.

Non -prequalified members

In addition to meeting the independence
requirements listed above, non-prequalified
audit, risk and improvement committee voting
members must satisfy the following eligibility
criteria to be appointed as a committee
member.

on

They must

- have the qualities and personal attributes
needed to serve the council effectively in
their role as a committee member

- have afunctional knowledge in areas that
would provide a valuable contribution to
the committee and council such as

local government

internal audit and external audit
risk management

governance

performance management
financial management and reporting
accounting

human resources management
internal control frameworks
fraud and corruption prevention
IT/cyber security

the local community, or

O O O O O O oo o o o

o

another relevant subject matter, and
undertake any training on the operation of

councili

audit, risk and improvement committee s
recommended by the chair based on their
assessment of theskills, knowledge and
| >(/exp%n%nce‘,iofpthpe gqmnm|{teee H1em6tl)esr.
A member of an audit, risk and improvement
committee must also demonstrate the
following personal q ualities and attributes:

- acommitment to the independence of

as tqeiﬁ r@le

- integrity

- a capacity to dedicate sufficient time and
energy

- financial literacy, including an ability to
read or understand basic financial
statements, ask pertinent questions about
them, and interpret and evaluate answers

- an ability to give direct and honest
opinions and offer different perspectives
and constructive suggestions, and

- inquisitiveness and independent judgment.

Councils must undertake a criminal record and
financial status (bankruptcy) check of an
independent non -prequalified audit, risk and
improvement committee member before their
appointment.
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Councillor members

Non-voting councillor members must satisfy
the following eligibility criteria to be appointed
as anaudit, risk and improvement committee
member. They must

- be financially literate

- have agood understanding of one or
more of the following that would provide a
valuable contribution to the committee:
0 internal audit and external audit

risk management

governance

performance management

financial management and reporting

accounting

human resources management

internal control frameworks

fraud and corruption prevention

IT/cyber security

the local community, or

0 another relevant subject matter, and

- undertake any training on the operation of
audit, risk and improvement committee s
recommended by the chair based on their
assessment of theskills, knowledge and
experience of the committee member.

O O O O O o o o o o

The mayor cannot be appointed as a councillor
member on a council ds
improvement committee.

Appointment

Audit, risk and improvement committee chairs
and members are appointed by a resolution of
the governing body of the council.

The governing body should first appoint the
chair of the audit, risk and improvement
committee, who is to then assist in the
selection and appointment of the other
independent committee members.

Skills mix

When selecting individual audit, risk and
improvement committee members, the
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governing body of the council isrequired to

ensure that the committee has the appropriate

mix of skills, knowledge and experience to

successfully implement its terms of reference

and add value to the council.

The audit, risk and improvement committee
should have:

at least one member with financial
expertise (for example, a qualified
accountant or auditor or other financial
professional with experience of financial
and accounting matters), and

a mix of skills and experience in:
business

financial and legal compliance

risk management, and

internal audit, and

O O O oo

the council, where the committee

would benefit from having a member

with skills or experience in this area
(for example, IT skills or experience

where IT systems have an important
counci

role in the

All audit, risk and improvement committee

members should have sufficient understanding
nanci
responsibilities to be able to contribute to the

co mmi

financial statements.
i1 o, 11 > K aillu

of

Each individual should also have sufficient time
to devote to their responsibilities as an audit,

the council 6s fi

tteeds consi

risk and improvement committee member.
Where possible, the governing body should
ensure that at least one other audit, risk and
improvement committee member is also
qualified to act as the chair, if this is ever
required.

Letter of appointment

The appointment of chairs and members of
audit, risk and improvement committee s
should be formalised in an official letter of
appointment signed by the mayor of the
council.

The letter of appointment should se t out the
terms and conditions of the appointment
including:

any specialised business operations of
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- duration of appointment

- role and responsibilities

- timing and location of meetings

- time commitment

- remuneration

- the management of conflicts of interest
- confidentiality

- performance appraisal, and

- termination of appointment.

Induction

Induction of all new audit, risk and
improvement committee members is vital to
ensure they it the ground running 8in their
role.

The chair is to provide a thorough induction to

each new member of the audit, risk and

improvement committee to ensure they

understand:

- the committee & mle, responsibilities and
terms of reference

- the business, operations, culture, risks and
controls of the council, and

- the expectations of the council about their
responsibilities and performance.

This will include providing new member s with

any background information or documentation
necessaryto ensure they understand the work
of the audit, risk and improvement committee .

It may also be appropriate for more detailed
information or presentations to be provided
from various senior staff to assist the new
member to understand the operations of th e
council and any key challenges.

New audit, risk and improvement committee
members also have an obligation to ensure
that they have an appropriate understanding
of the council, including its:

- operations, functions, service delivery
- key areas of risk

- internal controls, and

- financial reporting systems.

The mayor, general managerand existing chair
(where appropriate) will induct a new chair.

Membership terms

Voting members

To ensure the audit, risk and improvement
committee continues to offer new perspectives
and remains independent, it is important that
committee members are rotat ed periodically to
maintain a fresh approach and avoid any
perceptions of bias or conflicts of interest.

Councils are to ensure that
chairs and members serve the
following time -limited terms to
facilitate a rotation of
knowledge and perspectives.

A3 35

The initial term of membership on an audit, risk
and improvement committee is four-years(one
council term).

Audit, risk and improvement committee
members canbe reappointed for a further
term but the total period of continuous
membership on the committee cannot exceed
eight years (two council terms). This includes
any term as chair of the committee.

Individuals who have served an eight-year term
(either as a member or chair) must have atwo-
year break from serving on the audit, risk and
improvement committee before being
appointed again.

Care is to be taken to ensure that membership
renewal dates are staggered so knowledge of

the council ds operations,

structure and other important aspects are not
lost to the audit, risk and improvement
committee when members change.

Ideally, no more than one member should
leave the committee because of rotation in any

one year.

Exemptions

If atier 1 council is unable to replace the chair
or members of its audit, risk and improvement
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committee when their maximum term limit ha s
been reached, the council can seek the
approval of the SecretaryDPIEto extend their
term or to reappoint the chair or committee
member for a further term .

The

- be in writing

- describe the efforts the council has made
to appoint a different member, and

- explain why the council has been
unsuccessful.

council 6s request

Exemptions will only be granted in exceptional
circumstances.

Chair

To ensure that the committee maintains a fresh
approach, the initial term of a chair of an audit,
risk and improvement committee on any one
audit, risk and improvement committee is four-
years (one council term).

The chair can be reappointed as chair for a
further term but the total period served by a
chair cannot exceed eight years (two council
terms).

Wherethech ai r 8 s
chair is appointed, it is the responsibility of the
outgoing chair to ensure the incoming chair is
fully briefed on the ongoing work of the audit,
risk and improvement committee .

This includes advising the incoming chair of:

- any activity that may be relevant to the
ongoing functioning of the committee, and

- any outstanding matters of high risk to the
council and outstanding audit
recommendations.

Councillor members

The initial term of a councillor member of an
audit, risk and improvement committee is four
years, coinciding the with term of the council.

The councillor member can be reappointed for
another term (i.e. four-years), if reelected at

the council ds next
total period of continuous membership on the

term expires

committee cannot exceed eight years (two
council terms).

The councillor member is to be appointed by
the governing body at the first meeting of the
council after the ordinary election.

must :

The councill or me mber

of the council term.

Reappointment

Prior to approving the reappointment or
extension of the chair or an independent
member& term, the governing body of the
council must undertake an assessmentof the
chairds or committee
The council may engage an external reviewer
to undertake this assessment if they choose.

In undertaking the assessment, the council, or
any person appointed to undertake the
assessment on behalf of the council, must
consult with and consider the views of the
chair (in the case of the reappointment or
extension of the term of a committee member
other than the chair), the general managerand
any councillor member of the committee .

The rr]eappo{ilntmg tq%c mermbers is also to be
su%ject to the mdividua? still meeting
independence and eligibility requirements.

0s ter

me mber O

ordinary election,

Fees

The fees a council pays to itschair and
independent voting members of its audit, risk
and improvement committee are to be agreed
by the council and the Chair or member and
reflect the time, commitment and responsibility
involved in serving on the committe e.

Chairs and memberscan serve on acommittee
on a voluntary basis if they choose to.

Councils should consider the fees payable
under the prequalification scheme when
determining the fees paid to prequalified
chairs and members.

but the
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Superannuation

Councils are obliged under the Superannuation
Guarantee Administration Act1992 to make
compulsory superannuation guarantee
contributions on behalf of audit, risk and
improvement committee chairs and voting
members

Roles of committee
members

Chair

The position of the chair of an audit, risk and
improvement committee is pivotal to the
commi tteeds
forthecommi tt eed s
council, the internal audit function and external
auditor.

The chair acts as the interface between the
audit, risk and improvement committee and
the general manager and other staff, the
governing body, the external auditor, and the
internal audit function.

Any individual audit, risk and improvement
committee member who wishes to meet with
the general manager or governing body of the
council to discuss any issues relating to the
commi tteeds
through the chair of the committee, and vice
versa.

To be successful n their role, a chair must:

- have strong leadership qualities

- have the personal courage to raise and
deal with tough issues and express
opinions frankly, and to support other
committee members to do the same

- be able to recommend the appointment of
committee members to the governing
body

- maintain effective working relationships
between committee members and with the
council

- keep the governing body and general
manager informed and brief them on the

ard fs the focal poinh e s s
relationship

r swpoosasi bi |l it

strategic and technical aspects of internal
audits and risk and control issues
- lead effective committee meetings
including:

o planning for and setting agendas for
meetings, ensuring committee
members are adequately informed of
matters to be considered prior to
meetings and allowing sufficient time
for discussion of those matters at the
meeting

0 ensuring the meeting runs smoothly
and that the views of members are
heard

o focustheco mmi tt eed s
the most important issues

0 seek the input of advisers, observers
and other experts to maximise
committee deliberations

0 summarise discussion outcomes and
actions, including assigning
Welsgortibilltyta®d timeframe's for
actions

- maintain an effective working relationship
wi th the couaudtorl 8 s

- overseethe internal audit function and be
alert to external accountability and internal
audit concerns

- arrange for all committee members to
maintain an up-to-date knowledge of the
council and its activities, including any
financial or regulatory developments, and

- know the strengths and weaknesses of the
committee, and individual committee

i emembers and how this may affect the
opinions of the committee .

Independent members

Independent audit, risk and improvement
committee members are expected to be able
to assess information provided to them about
the council and to identify and assess key risks
and issues.

Each member should be capable of making a
valuable contribution to the committee.

To be successful in their role, a member must:

- take a professional approach to their
responsibilities, including an appropriate
commitment of time and effort
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- know the business, culture and values of
the council and take the time to
understand changes that affect how the
council operates and its risks

- have sufficient understanding of the
councilds financi al

Issuesor information councillor members raise
with or provide the audit, risk and
improvement committee must relate to the
matters listed in section 428A of the Local
Government Act,the co mmi t tteeres 6fs

r e por t irefejenceand ipsgesheingrconsidened by the

to be able to contribute to the co mmi t t e e §Gommittee.

consideration of the annual financial
statements

- understand the role of the committee and
the expectations of the council

- actin the best interests of the council

- take a professional approach

- be agood communicator and build
effective relationships with the council and
other committee members, and

- have the personal courage to raise and
deal with tough issues, express opinions
frankly, ask questions that go to the
fundamental core of the issue and pursue
independent lines of inquiry .

Councillor members

Councillor members of audit, risk and
improvement committee s are non-voting
members of committees. This is to ensure that
decision making by the committee is
independent of the council.

Councillor members of committees act asan
important link between the governing body
and the committee.

Their role is to:

- relay to the committee any concerns the
governing body may have regarding the
council and issues being considered by the
committee

- provide insights into local issues and the
strategic priorities of the council that

would add valuetothe co mmi t t ee 0 s

consideration of agenda items

- advise the governing body (as necessary)
of the work of the committee and any
issues aising from it, and

- assist the governing body to review the
performance of the committee each
council term.

Councillor members of audit, risk and
improvement committees are not entitled to
receive information about audit, risk and
improvement committee activities outside of
established reporting requirements.

Councillor member s of audit, risk and
improvement committees must conduct
themselves in a non-partisan and professional
manner.

Councillor members of committees must not
engage in any conduct that seeks to politicise
the activities of the committee or the internal
audit function or that could be seen to do so.

Where councillor members of audit, risk and
improvement committees engage in such
conduct or in any other conduct that may
bring the committee and its work into
disrepute, the chair may recommend to the
council, that the councillor member be
removed from membership of the committee.

Where the counci l does

recommendation, it must give reasons for its
decision in writing to the chair.

Key relationship s

General manager

A key role of audit, risk and improvement
committee sis to act as an independent source
of advice and opinion to both the governing
body and the general manager, and to act as a
forum for the resolution of any disagreements
between the council and internal audit
function.

The general manager, in turn, also has a key
role in supporting the work and effectiveness
of the audit, risk and improvement committee .
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To be effective, audit, risk and improvement
committee s need to maintain a positive
working relationship with the general manager
(and vice versa) and view them as a significant
source of advice and information about the
council and its operations.

Chairs of audit, risk and improvement
committee s should meet regularly with general
managers to discuss key issies and review
performance.

External audit

There are strong linkages between the work of
c 0 u n audit, risldand improvement
committee s and their external auditor and
committees should actively engage with the
external auditor.

Councilsdexternal auditor can offer valuable
insights on issues such asthe effectiveness of

Internal audit

The audit, risk and improvement committee
should maintain a strong, positive relationship

with the ¢ ouanditfumctiopsand nt er nal

view it as a significant source of information
about what is going on in the council.

The internal audit function can also assist the
audit, risk and improvement committee to
develop the annual and four-yearly workplans
that will guide the commi t t amckiriesnal
auditf un c tword.n & s

The chair of the audit, risk and improvement
committee should routinely meet with council
staff undertaking internal audit activities to
discuss key issues and review performance if
needed.

At least one private meeting should be held
each yearand any potential compromises to

theinternal auditact i vi tyds independ:q

t he counci | € financidl regorting,c o n t rretpqrted.

and compliance frameworks.

For the external auditor, communication with
the audit, risk and improvement committee
can in turn facilitate an effective and efficient
audit and assistthe communication of matters
arising from the external audit to the council.

Audit, risk and improvement committee s

should:

- provide input on, and discuss, planned
financial and performance audit coverage

- monitor councils dresponses to financial
statement management letters and
performance audit reports, including the
implementation of audit recommendations

- provide advice to the council on action
taken on significant issues raised in
relevant external auditor reports or better
practice guides, and

- have a voting-members only meeting with
the external auditor at least once per year
so that the committee can obtain the views
of the external auditor without internal
audit or management advisers being
present.

More information about this is provided in
core requirement 3.

Meetings

The audit, risk and improvement must meet at
least quarterly over the course of each year.

The chair of the audit, risk and improvement
committee is to decide the frequency and

timing ofthe co mmi t t ee 6 sandhplare t i ng s

them annually in advance to ensure the
availability of all members and observers.

Generally, meetingsshould correspond with
major phases of thec o u n @niarlciél s
reporting, external audit and internal audit
cycles

For example, theaudit, risk and improvement

committee s houl d meet to revi

financial statements before they are certified
by the council.

Audit, risk and improvement committee
meetings should also correspond with
meetings of the governing body, and allow
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sufficient time between audit, risk and
improvement committee meetings and council
meetings for the committee to action any
items and prepare any reports that are to be
provided to the governing body at the council
meeting.

Special meetings may be held, if needed, to

Agenda

Forward agenda

The chair should prepare a 12-month forward
meeting agenda to ensure that the audit, risk
and improvement committee covers all its

review the counciligrier fin f{%%orﬂsigillitiesgttthg ?pgrﬂ%iaﬁettirge of the

to them being submitted to the governing
body of the council , or to consider the audit,

risk and improvement committeed s annu al

four-yearly assessments

Audit, risk and improvement committee
meetings can be held in person, by telephone
or videoconference.

The audit, risk and improvement committee
can hold additional meetings when significant
unexpected issues arisg or if the chair is asked
to hold an additional meeting by a committee
member or the general manager.

The governing body can also resolve to
request the audit, risk and improvement
committ ee to hold an addition al meeting.

Where such a request is made, he chair can
decide whether the additional meeting is
required, taking into consideration the issues
that the governing body has requested the
audit, risk and improvement committee to
consider at the meeting.

Proxies

As audit, risk and improvement committee
members are appointed on the basis of their
skills, knowledge and personal qualities,
proxies are not permitted to attend meetings
on behalf of members who are unable to
attend.

Quorum

A quorum consists of a majority of audit, risk
and improvement committ ee independent
voting members.

Where the vote is tied, the chair is to have the
casting vote.

year.

%OF example, the forward agendawill set out,
at the appropriate meeting, the various internal
and external audit reports and management
responses to be tabled and discussed.

It will also allocate appropriate time for a
review of the progress of the internal audit
function against the annual work plan, and to
follow -up the implementation of corrective
actions.

Meeting agenda

The chair of the audit, risk and improvement
committee is to determine the agenda for each
committee meeting.

It is recommended that the chair consult with
other committee members, the general
manager, the head of the internal audit
function and external auditor prior to setting
the agenda so that any urgent issuesor risks
that arise can be included.

The chair of the audit, risk and improvement
committee is to decide an appropriate
timescale for receiving the final agenda in the
lead-up to the meeting.

Papers

The audit, risk and improvement committee is
to decide in consultation with the general
manager and the head of the internal audit
function an appropriate time frame for
receiving papers and other necessary
information to support agenda items to be
considered at each committee meeting.
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Minutes

Eachaudit, risk and improvement committee
meeting must be minuted to preserve a record
of the issues considered and the actions and
decisions taken by the committee.

Audit, risk and improvement committee

meeting minutes must:

9 include a record of attendance

1 cover each agenda item and document the
discussion held and the outcome or
conclusion from the discussions, including
any recommendations, action points
and/or allocation of tasks to relevant
people

1 be approved by the chair before circulation

1 be provided to committee members, the
governing body of the council, the general
manager, the head of the internal audit
function and external auditor

1 be provided soon after the meeting date
to ensure relevant individuals are made
aware of any significant issues discussed at
the meeting that need to be dealt with .
The exact time period is to be determined
by the committee and the general
managetr.

The minutes must be confirmed as an accurate
record of the meeting at the next meeting of
the audit, risk and improvement committee .

If any important details have been incorrectly
recorded or omitted, they can be discussed
and the minutes amended prior to
confirmation at a subsequent meeting.

After the minutes are confirmed as an accurate
record of the meeting, they must be signed by
the chair.

All audit, risk and improvement committee
members and observers should receive a copy
of the minutes of all meetings.

Attendance of observers

Due to the sensitive nature of issues to be
discussed,audit, risk and improvement
committee meetings should not be open to
the public.

In addition to audit, risk and improvement
committee members, the general manager and
the head of the internal audit function are to
attend committee meetings as non-voting
observers.

The NSWAuditor-Gener al , as
auditor, or their representative, is to be invited
to each committee meeting as an independent
non-voting observer and can choose whether
to attend.

The chair of the audit, risk and improvement

committee can request the following people to

attend a committee meeting or to meet with

the committee in order to provide additional

information relevant to its role:

- ¢ o u n chiefl fibaacial officer (or
equivalent) given their knowledge of, and

responsibility for,
management

- the head of the ¢ 0 u n dsk mahagyement
function

- senior managers
- any councillor

- any employee or contractor of the council,
and/or

- any external independent expert or
external party whose advice is needed
(subject to confidentiality considerations).

These individuals mustattend meetings where
requested and, as far as is practicable provide
the information requested .

Observers have no voting rights at audit, risk
and improvement committee meetings and
can be excluded from a meeting by the chair of
the committee at any time where necessary.

Private meetings

The audit, risk and improvement committee
can hold closed meetings whenever it needs to
discuss confidential or sensitive issues with
only voting members of the committee
present.

In addition to attending audit, risk and
improvement committee meetings, the
committee can meet privately at any time with
the head of the internal audit function and/or
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external auditor without the general manager
present. At least one private meeting must
occur annually.

Confidentiality

It is at the discretion of the governing body of
the council whether audit, risk and
improvement committee agendas, business
papers, minutes and other reports are made
available to the public.

Given the sensitivity of information it is likely to

contain, it is recommended that all information
pertaining to the audit, risk and improvement
committee and internal audit activities is to be
treated as confidential unless otherwise
determined by the committee or a resolution
of the council.

- ensuring new members receive
appropriate induction, and

- managing expenditures relating to the
committee.

Shared arrangements

If the audit, risk and improvement committee
has been established by a joint organisation,
the executive officer of the joint organisation is
responsible for organising secretariat support.

Councils that share their audit, risk and
improvement committee can also share their
secretariat function if they choose to.

Secretariat

The general manager of a councilis to appoint
a council employee/s to provide secretariat
support to the audit, risk and improvement
committee.

The main functions of this role are:

- liaising with the chair to prepare agendas
for audit, risk and improvement committee
meetings

- ensure that committee papers are of an
appropriate standard and provided with
enough time to allow appropriate review
and consideration

- recording minutes of meetings

- providing assistanceto the chair in
arranging meetings and council site visits

- supporting the chair to prepare reports for
the council

- arranging appropriate meeting facilities
and equipment

- keeping members abreast of
developments affecting the council that
may relate to the work of the committee

- maintaining a record

terms of appointment are due for renewal
or termination

f Cor\pvrnltée%.

Access to council,
staff, resources and
information

It is essential for the audit, risk and
improvement committee to be able to access
the staff and information about the council it
needs to review the matters listed in section
428A of the Local Government Act andthe
resources necessary toundertake its other
responsibilities.

Council staff

A co u n c autitprisk and
improvement committee  must
have direct and unrestricted
access to the general manager
and senior management of the council in
order to fulfil its responsibilities

Should the audit, risk and improvement
committee need to meet with another council
staff member or contractor to obtain
information to fulfil its role , the chair of the
committee is to obtain permission from the
general manager before inviting the staff
member or contractor to meet with the

me mber 6s
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Subject to the gener al
being given, the staff member or contractor
must attend.

Any disputes between the general manager
and audit, risk and improvement comm ittee
regarding accessto council staff are to be
resolved by the governing body.

Council resources and
information

A ¢ o u raadit, Fis& and
improvement committee  must
have direct and unrestricted

access to any council resources

or information it needs to  fulfil its
responsibilities .

In its dealings with the council, the audit, risk
and improvement committee should be
mindful of the environment the council is
operating in and the priorities that the general
manager needs to manage.

The audit, risk and improvement committee
should therefore keep to a minimum the
demands it places on the council and utilise as
far as is practicable, existinginformation to
obtain the necessary level of assurance in
relation to its responsibilities.

The audit, risk and improvement committee
may only release council information to
external parties that are assisting the
committee to fulfil its responsibilities with the
approval of the general manager, except when
it is being provided to an external investigative,
audit or oversight agency for the purpose of
informing that agency of a matter that may
warrant its attention.

After their engagement ends with a council, a
chair or member of an audit, risk and
improvement committee must not disclose or
make use of any confidential information
acquired in the course of their engagement
with the council without the approval of the
council.

"EidhaPadwicg ™ sston

The audit, risk and improvement committee
can obtain any external legal or other
professional/expert advice it needs to exercise
its responsibilities. For example, where a
council has implemented a specialised IT
system, the committee can seek the expert
opinion of an IT specialistto assist itsreview of
its implementation.

To minimise the potential costs to council, t he
governing body and the chair of the audit, risk
and improvement committee must agree at
the start of each council term how costs are to
be met, i.e.:

- the governing body will set a fixed budget
at the start of each council term for
external expenses, or

- the committee will seek the governing
bodyds per mi engagimgn pr
external advice.

Disputes

Members of an audit, risk and improvement
committee should maintain an effective
working relationship with each other and the
council and try to resolve any differences they
may have professionally.

In the event of a disagreement between the
audit, risk and improvement committee and
the general manager or other senior managers
(for example, about findings or
recommendations of audits), the dispute is to
be resolved by the governing body of the
council.

Unresolved disputes regarding compliance
with statutory or other requirements are to be
referred to the SecretaryDPIEin writing.

Conduct

Audit, risk and improvement committee
members are to be held to the same ethical
and behavioural standards as other officials of
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the counciland mustc ompl y wi th the, c il

ounc 0s

code of conduct. |nSUI’ nce
As required under the cotlt is at each council
conduct, audit, risk and improvement professional indemnity and public liability
committee members (a well as any council insurance is required for chairs and members
officials attending as observers) must declare of audit, risk and improvement committee
and appropriately manage any conflicts of members.
interest they may have in matters being dealt
with by the committee . In some cases, thechair or a member of an

audit, risk and improvement committee may
Declarations of conflicts of interest and the already be covered by

actions taken to manage them must be
recorded in the minutes of meetings.

professional indemnity and public liability
insurance policies or by their own insurance.

Councils should identify the chairs and This will need to be ascertained by the council
members of audit risk and improvement and chair or member on a case by-case basis
committeesas 0 des i gnsaforthel p er s havingregard to the terms of any relevant

purposes of the counci | 0 sinsurance policy.

require them to complete and submit retur ns

of their interests. Where a council determines that professional
indemnity or public liability is absent but

Complaints of breaches ofthec ounci | 8 s c required, the chair or member can obtain their

of conduct by audit, risk and improvement own insurance, or the council can consider

committee members are to be dealt with in obtaining it on their behalf.

accordance with the Procedures for the
Administration of the Model Code of Conduct

for Local Councils in NSW

Learning and
Under the Procedures, the general manager is
responsible for managing and resolving any development

code of conduct complaints made against
audit, risk and improvement committee

Audit, risk and improvement committee chairs
members.

and members are encouraged to keep
informed of current development s and to
maintain and develop the skills, knowledge
and capabilities necessary to exercise their
functions effectively.

However, to safeguard the independence of

audit, risk and improvement committee

members, the general manager must consult

with the governing body of the council prior to

taking disciplinary action against Committee Severalprofessional development networks

members under the Procedures. and programs are available, for example,
through organisations such as:

Prequalified audit, risk and improvement _ the Australian Institute of Company

committee members are also required to

comply with the code of conduct governing Directors i

the prequalification scheme. - Chartered Accountants Australia and New
Zealand

Any proven breacheso f t he counci | 65 @AftHaries tnstitute, and the

conduct should be reported by the council to - Local Government Professionals

the administrator of the prequalification Association.

scheme so that action can also be taken under

that scheme, where appropriate. Audit, risk and improvement chairs and

members are dso encouraged to serve on
more than one local government committee to
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extend the breadth of their experience and
understanding of councils and their operations
and risks.

Review of Committee
performance

I't is important that
audit, risk and improvement committee is
regularly assessedand the committee is held
accountable for its performance.

This will ensure that the audit, risk and
improvement committee is providing a
valuable contribution to the council and enable
the governing body to determine whether any
changes tothe co mmi t tteems 6f seference
or membership are required.

At least once each council term -
(i.e. four years) * the governing —_
body of the council is to conduct — :

a review of the effectiveness of
the audit, risk and improvement committee
in conformance with  the International
Professional Practice Framework .

This will ensure that audit, risk and
improvement committee s are assessed
consistently acrossall councils and allow
councils to have confidence in the work of
their committees.

To conduct the review, the governing body

can:

- engage a suitably qualified external
assessoror peer to undertake the review,
or

- undertake the review itself and engage an
external assessoror peer to conduct an
independent evaluation of th e findings.

The external assessoror peer should have
specific skills relevant to the major risks of the
council and a strong understanding of what
constitutes best practice in relation to the
operations and performance of audit, risk and
improvement committee s.

Review criteria

The reviewof the audit, risk and improvement
committeed s p e r f mustroansidere

- the appropriateness oftheco mmi t t ee 8 s

terms of reference and whether these have
been complied with

- the processes and procedures undertaken
by the committee

committee o for example:

0 the quality and timeliness of assurance
and advice provided by the committee
to the governing body and general
manager

o0 the effectiveness of the committee in
meeting its responsibilities

0 the relationship and quality of
communication with the council and
other stakeholders

- the individual performance of each
member o for example, their:

0 understanding of the council , its key
risk and internal controls

o0 ability to act objectively and
independently
preparation for committee meetings
contribution to the work of the
committee through their participation
in discussion and decision-making,
skills and experience

- the performance of the chair, including
whether the chair has (in addition to their
performance as a member of the
committee) :

0 demonstrated positive leadership

0 maintained effective working
relationships among audit, risk and
improvement committee members and
with the council,
auditor and the internal audit function

0 ensured the governing body and
general manager was well informed
and briefed on the strategic and
technical aspects of internal audits and
risk and control issues, and

0 lead effective committee meetings.

- the way the committee, external auditor,
council and internal audit function work
together to manage risk and support the
council and how effective this is
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- whether the committee has effectively
reviewed the factors identified in section
428A of the Local Government Act and
contributed to an improvement in these
areas and

- whether the composition of the committee
is appropriate and whether the council
should be assigned to a different tier
under these guidelines.

When conducting the review, the governing
body is to consider feedback on each
member s per f ochanand c e
councillor member of the committee and the

general manager.

Selfassessments by thechair and members of
the audit, risk and improvement committee
can also be used.

The governing body of council is also able to
request the chair of the Committee to address
the council and answer any questions about
the operation of the committee.

The chair of the audit, risk and improvement
committee is to develop an action plan for the
governing body of the council to address any
issues identified in the performance review and
present it to the governing body at the four -
yearly assessment meeting

Annual attestation

It is important that councils are accountable to
their communities for the efficacy of their
internal controls and assurance mechanisms
and the operations of their audit, risk and
improvement committee s.

The Local Government Regulation (clausettbc)
requires the general manager to attest each
year in the council &8s
council has complied with the following
requirements in relation to its audit, risk and
improvement committee , as detailed in these
Guidelines:
- € 0 u n audit, rislsand improvement
committee is independent of the council
and has three or more members according

Wher(? the Chairor a member of an audit, risk
nnu.,a t he

- the chair and all members of the
committee meet the eligibility and
independence criteria required of their
position, and have been appointed in
accordance with prescribed membership
term limits

- € 0 u n audit, rislsand improvement
committee operates according to terms of
reference approved by the governing body
of the council that are consistent with the
approved Model Terms of Reference
contained in these Guidelines

t-h € o u n audit, rlsand improvement
committee operates according to annual
and four-yearly strategic plans endorsed
by the governing body of the council

- € 0 u n audi, rislsand improvement
committee provides an annual assessment
to the governing body each year, and a
strategic assessment of all the matters
listed in section 428A of the Local
Government Act to the governing body
each council term

- the council provides the committee with
direct and unrestricted access to the
general manager, senior management,
council information and council resources
so it can fulfil its responsibilities, and

- atleast once each council ternr the
governing body of the council reviewsthe
effectiveness of the audit, risk and
improvement committee .

Further information about annual attestation
requirements is also detailed in the statutory
framework section of these Guidelines.

Resignation of
committee members

hhd |mpr0\5er%eontoccr)rntmitt(\e'\(/a isuhabI€ b
complete their term, or does not intend to
seek reappointment after the expiry of their
term, they should give sufficient notice to the
chair (in the case of a committee member) and
the governing body (in the case of the chair)
prior to their resignation to enable the council
to ensure a smooth transition to a new

to the councilds prescrihnfitdenedetdory as a

tier 1, tier 2 or tier 3 council
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The notice period is to be agreed by the
governing body of the council and the
committee.

A member of an audit, risk and improvement
committee should have the opportunity to
have an exit meeting with the Chair to discuss
their reason for leaving and to provide
feedback on their experience serving on the
committee as well as any other issues.

Resigning chairs should have the opportunity
to have an exit meeting with the mayor and
general manager (if appropriate).

Dismissal of
committee members

The governing body of a council can terminate
via resolution the engagement of the chair or
any member of the audit, risk and
improvement committee under certain
circumstanceshbefore the expiry of their term s.

Dismissalof any independent chair or member
is to be reported to the Office of Local
Government.

Prequalified members

A prequalified chair or member can be

dismissed by the governing body before the

expiry of their term where the chair or member

has:

1 breached the conditions of the
prequalification scheme, or become
ineligible under it

T breached t lkoee ofanduct i
1 performed unsatisfactorily or not to
expectations, or

1 declared, or is found to be in, a position of
a conflict of interest which is unresolvable.

The council must also report the dismissalto
the NSW government agency responsible for
administering the prequalification schemeto
ensure action can also be taken under the
scheme, if necessary.

Non -prequalified members

A non-prequalified independent member of

the audit, risk and improvement committee

can be dismissed by the governing body

before the natural expiry of their term where

the chair or member has:

1T breached the counci

1 performed unsatisfactorily or not to
expectations

1 declared, or is found to be in, a position of
a conflict of interest with is unresolvable

1 been declared bankrupt or found to be
insolvent

1 experienced an adverse change in business

status

1 been proven to be in a serious breach of
their obligations under any NSW
legislation, or

I experienced an adverse change in cagcity
or capability.

Councillor members

The position of a councillor member on an
audit, risk and improvement committee can be
terminated at any time by the governing body
via resolution.

Guidelines for Risk Management and Internal Audit for Local Government in NSW 38

0s

c

0 (



Further resources

The following resources may be useful to
councils seeking more information about the
establishment and operation of their audit, risk
and improvement committee .

This is not an exhaustive list but provides a
useful starting point for councils that seek to
better understand what audit, risk and
improvement committee s do, and how they
can be supported to add maximum value to
councils.

Audit Committee s d A Guide to Good
Practice (3" edition) & Audit ing and
Assurance Standards Board, Australian
Institute of Company Directors and The
Institute of Internal  Audit ors-Australia
(2017)

Provides a checklistto assess the performance
of audit, risk and improvement committee s
and members.

Audit Committees & A Guide to Good
Practice for Local Government & Victorian
Government, De partment of Planning and
Community Development (2011)

Provides detailed information on the activities
audit, risk and improvement committee s can
perform in relation to external audit, financial
management, risk management and internal
audit.

Audit Committee Guidelines & Improving
Accountability and Performance & The State
of Queensland (Queensland Treasury and
Trade) (2012)

Provides sample:

- letter of appointment for audit, risk and
improvement committee members

- self-assessment questionnaire for
committee members, external peer review
checklist and management feedback
guestionnaire when assessingcommittee
performance, and

- committee meeting agenda.

Audit Committees (RM -G2) & Australian
Government, Department of Finance

Provides a list of professional peak bodies
councils could contact to source audit, risk and
improvement committee members.

Chairing an_Audit Committee 8 KPMG

Provides information about the role of audit,

risk and improvement committee chairs,

particularly in relation to:

- leadership, and

- managing the work of audit, risk and
improvement committee members.

Code of Conduct: Audit and Risk Committee
Chairs and Members & NSW Treasury (201 5)

Outlines the conduct requirements and ethical
standards of members and chairs under the
prequalification scheme.

Dealing with Corruption, Fraud and the

ICAC: the role of public sector Audit and
Risk Committees & Independent Commission
Against Corruption (2020)

Provides information about the role of audit,
risk and improvement committee s and risk
management in relation to fraud and
corruption.

Establishing a skills -based audit committee
0 Institute of Internal  Audit ors-Australia
(2020)

Provides an analysis matrix template to assess
the skills mix of an audit, risk and improvement
committee when appointing committee
members.

Guide for Audit & Risk Committees:
Understanding Financial Statements 6 NSW
Treasury (2017)

Provides information on activities audit, risk
and improvement committee can undertake
when reviewing financial statements.

How can audit committee members add
value? 0 PriceWaterhouseCoopers (2011)

Provides a checklist for measuring the
performance of audit, risk and improvement
committee s
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https://www.auasb.gov.au/admin/file/content102/c3/04-17_AI_6.1-Final_Audit_Committee_Guide.pdf
https://www.auasb.gov.au/admin/file/content102/c3/04-17_AI_6.1-Final_Audit_Committee_Guide.pdf
https://www.auasb.gov.au/admin/file/content102/c3/04-17_AI_6.1-Final_Audit_Committee_Guide.pdf
https://www.localgovernment.vic.gov.au/__data/assets/pdf_file/0021/84081/Audit_Committees_Guidelines-A-guide-to-good-practive-for-local-government.pdf
https://www.localgovernment.vic.gov.au/__data/assets/pdf_file/0021/84081/Audit_Committees_Guidelines-A-guide-to-good-practive-for-local-government.pdf
https://www.treasury.qld.gov.au/resource/audit-committee-guidelines-improving-accountability-performance/
https://www.treasury.qld.gov.au/resource/audit-committee-guidelines-improving-accountability-performance/
https://www.finance.gov.au/publications/resource-management-guides/audit-committees-rmg-202
https://home.kpmg/content/dam/kpmg/pdf/2016/07/4-aci-chairing-audit-fs-uk-v4-lr.pdf
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management
https://www.icac.nsw.gov.au/prevention/corruption-prevention-publications/latest-corruption-prevention-publications/dealing-with-corruption-fraud-and-the-icac-the-role-of-public-sector-audit-and-risk-committees
https://www.icac.nsw.gov.au/prevention/corruption-prevention-publications/latest-corruption-prevention-publications/dealing-with-corruption-fraud-and-the-icac-the-role-of-public-sector-audit-and-risk-committees
https://www.icac.nsw.gov.au/prevention/corruption-prevention-publications/latest-corruption-prevention-publications/dealing-with-corruption-fraud-and-the-icac-the-role-of-public-sector-audit-and-risk-committees
http://iia.org.au/sf_docs/default-source/technical-resources/2018-fact-sheets/fact-sheet-establishing-a-skills-based-audit-committee.pdf?sfvrsn=2
https://www.treasury.nsw.gov.au/sites/default/files/2017-06/Guide%20for%20Audit%20%20Risk%20Committees%20-%20Understanding%20Financial%20Statements.pdf
https://www.treasury.nsw.gov.au/sites/default/files/2017-06/Guide%20for%20Audit%20%20Risk%20Committees%20-%20Understanding%20Financial%20Statements.pdf
https://www.pwc.com.au/assurance/assets/audit-committee-guide/ac-guide-booklet-dec11.pdf
https://www.pwc.com.au/assurance/assets/audit-committee-guide/ac-guide-booklet-dec11.pdf

Internal Aud it and Risk Management Policy
for the General Government Sector (TPP-20-
08) 8 NSW Treasury (2020)

Provides information on the NSW public sector
risk management and internal audit policy,
including:

- the operation of shared audit, risk and
improvement committees in the NSW
public sector

- matters to consider when deciding
whether to enter into a shared
arrangement, and

- recommended content for shared use
agreements.

Prequalification Scheme: Audit and Risk
Committee Independent Chairs and
Members 6 Guidelines for Members and
Agencies d NSW Treasury (20 20)

Provides information on the operation of the
prequalification scheme.

Prequalification Scheme: Audit and Risk
Committee Independent Chairs and
Members 8 Scheme Conditions d NSW
Treasury (2020)

Provides information about the

Service Delivery Review: A how to manual
for local government (second edition) &
Australian Centre of Excelle nce for Local
Government (2015)

Outlines the factors councils and audit, risk and
improvement committee s may consider when
reviewing service delivery by the council.

Setting up the Audit Committee &
PriceWaterhouseCoopers (2011)

Provides information on:

- how a council might assessthe financial
literacy of an audit, risk and improvement
committee member, and

- best practice for inducting new committee
members.

The Role of the Audit Committee Chair o
KPMG (2019)

Provides information on the role of audit, risk
and improvement committee chairs,
particularly in relation to:

- running committee meetings, and
- oversighting risk management.

prequalification sc hemeds application process,

including:

- the eligibility criteria for members and
Chairs and

- remuneration rates.

Public Sector Audit Committees:
Independent assurance and advice for
Accountable Authorities  d Australian
National Audit Office (2015)

Provides information about the role and
function s of audit, risk and improvement
committee s, including:

- member roles and responsibilities

- how to foster good relationships between
the council and committee, and

- checklists for:
0 secretariat actions
o planning forward meeting agendas,
and
0 assessing theperformance of
members.
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https://www.treasury.nsw.gov.au/sites/default/files/2020-12/tpp20-08_internal_audit_and_risk_management_policy_for_the_general_government_sector.pdf
https://www.treasury.nsw.gov.au/sites/default/files/2020-12/tpp20-08_internal_audit_and_risk_management_policy_for_the_general_government_sector.pdf
https://www.treasury.nsw.gov.au/sites/default/files/2020-12/tpp20-08_internal_audit_and_risk_management_policy_for_the_general_government_sector.pdf
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management
https://nla.gov.au/nla.obj-494733586/view
https://nla.gov.au/nla.obj-494733586/view
https://nla.gov.au/nla.obj-494733586/view
https://www.uts.edu.au/sites/default/files/Service%20Review%20Manual%202nd%20edition%20-%20PrintAndWeb.pdf
https://www.uts.edu.au/sites/default/files/Service%20Review%20Manual%202nd%20edition%20-%20PrintAndWeb.pdf
https://www.pwc.com.au/assurance/assets/audit-committee-guide/ac-guide-dec11-ch-1.pdf
https://assets.kpmg/content/dam/kpmg/uk/pdf/2019/03/blc-role-of-the-audit-committee-chair.pdf

Core requirement 2:

Risk management

- Each council and joint organisation must implement
a risk management framework that is consistent with
current Australian standards for risk management



Councils canadopt additional requirements

G u |d I ng p” NCI p|eS for that supplement those in the standard
. provided they do not conflict with the

risk management standard.

- Each council must accept responsibility The current risk management standard at the
and accountability for risk management in time of the release of these Guidelines iSAS
the council ISO 31000:2018 Risk Managemend Guidelines

- Each council has a risk management
framework that is appropriate for that Under current licensing and copyright
council and is consistent with the accepted requirements, each council will need to
Australian risk management standard purchase an individually licensed copy of AS

ISO 31000:2018rom Standards Australiato

- Risk management is an integral part of all )
obtain a full copy of the standard.

council management, operations, functions
and activities and it is clear who is
responsible for managing each risk

- Each council supports the development of

The following is a summary of the definitions,
principles, key elements and process ofAS ISO

e 31000:2018.
a positive risk culture
- Councils regularly review their risk
management framework and can flexibly Definitions
adapt their risk management activities to
suit their operations and risk profiles The definition of 6 r i s kiisk managementd
- Eachcouncil is accountable to the adopted by councils as part of their risk
community for complying with its statutory management framework will be the same as
obligation to adopt and maintain a risk that adopted in the current Australian risk
management framework. management standard.
At the time of printing, AS ISO 31000:2018
defines:
Standards - riskasthedef fect of wuncertaint

objectives, where an effect is a deviation
‘ from the expected. It can be positive,
negative or both, andcan address, create or

Each council must manage its
strategic and operational risks and

implement a risk management result in opportaodities al
framewor k that is consistent with - riskmanagementasdb coor di nated act
the current Australian risk management to direct and control an organisation with

standardand appropriate for threegamudct o6 6rsi sko.
risks.

It is recognised that each council will have PrlnC|pIes
different risk management requirements
depending on its size, needs, budget,
operational complexity and risk management

In summary, AS ISO 31000:2018equires a
council® approach to risk management to be
based on the following eight specific principles

maturity. o )

to ensure it is effective:
Councils have the flexibility under the - integrated - risk management is
Australian risk management standard to adapt integrated into all council activities and
the size, scope and delivery of their risk decision-making processes

management framework provided it reflects
the principles, key elements and processs set
out in the standard for managing risks in any
sized council or organisation.

- structured and comprehensive - risk
management is a structured and
comprehensive process that achieves
consistent and comparable results
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- customised - the risk management
framework and process are customised to
the councll

- inclusive - risk management is inclusive of
all stakeholders and enables their
knowledge, views and perceptions to be
considered

- dynamic - risk management is dynamic
and able to respond to changes and events
in an appropriate and timely manner

- best available information - risk
management decisions are based on the
best available information and takes into
account any limitations and uncertainties

- human and cultural factors - risk
management takes into account human
and cultural factors, and

- continual improvement - risk
management is continuously and
periodically evaluated and improved
through learning and experience.

Key elements

To achieve these principles,AS 1SO 31000:2018
requires each council to ensure its risk
management framework demonstrates the
following six elements:

Leadership and commitment

AS ISO 31000:2018equires risk management
to be supported by a positive culture that
promotes and communicates risk management
as part of everyday activities and decision-
making.

The standard states that this culture can only
exist when management (i.e. the governing
body, general manager and senior staff)
demonstrate strong leadership and
commitment to risk management .

Practical measures thegoverning body and/or
general manager can take under AS I1SO
31000:2018to exhibit strong leadership in risk
management are set out further below.

Integration

AS ISO 31000:2018equires that risk
management be fully integrated within a
council and made part of the councild s
purpose, governance,leadership, strategy,
objectives and operations.

Risk is to be managed in every part of the

council 6s organisational

council employee be responsible for managing
risk.

Design

AS ISO 31000:2018equires that the design of

ac o u n dsk management framework:

- is based on the unique needs,
characteristics and risks of thecouncil, and
its external and internal context

- demonstratest he council &8s
commitment to risk management

- assigns risk management roles,
responsibilities and accountabilities within
the council

- allocates appropriate council resourcesfor
risk management, and

- effectively documents and communicates
risk management across the council.

Implementation

AS ISO 31000:2018equires that each council
implements its risk management framework
by:

- developing arisk management plan that
provides structure for how the council will
implement its risk management policy and
conducts its risk management activities,
and

- ensuring the council® risk management
activities are clearly understood and
practiced.

The plan should identify decision makersfor
risk within the council and ensure risk
management processes and arrangements are
well understood by the council and practiced.
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Evaluation

AS I1SO 31000:2018equires that each council
regularly evaluates the effectiveness of its risk
management framework and determines
whether it remains suitable.

Improvement

AS I1SO 31000:2018equires that each council
continually adapts and improves the design of
its risk management framework and how it is
integrated th roughout the council to help the
council move to a higher level of risk maturity.

Process

AS ISO 31000:201&rovides each council with
a systematic process toidentify, assess and
prioritise risks, decide how they will be
managed, and document and communicate
them across the council.

The processdefined in AS ISO 31000:2018
consists of the following steps:

- defining the scope
management activities to assist in planning
the council s risk

- establishing the internal and external
context to ensure that the council
understands the internal and external
environment it operates in and how risk
management will impact, and be impacted
by these

- deciding the performance indicators the
council will use to measure the
effectiveness of its risk management
framework and identify gaps between its
actual and desired performance

- defining the counci
d that is, the amount and type of risk that
the governing body is willing to take, or
not take, in ord er to achieve its strategic
plan and objectives

- conducting risk assessments to determine
what risks need to be managed

- deciding risk treatment options

- developing risk treatment plans that
document how controls will be
implemented, and

- writing risk reports that will document and
communicate the risk management

Guidelines for Risk Management and Internal Audit for Local Government in NSW
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framework to all staff and be used by the
council to regularly review the risk
management framework.

County councils and
joint organisations

County councils and joint organisations have a
lower risk profile than larger and more
operationally complex general-purpose
councils.

However, they are still responsible for the
expenditure of public money , providing
services (in the case of county councils)and
delivering outcomes on behalf of their member
councils and regions (in the case of joint
organisations), and need to identify and
manage risks appropriately.

Given their lower risk profiles, county councils
and joint organisations can share the
administration of their risk management

t faRewsriovith shdthlerGcéunchl tb &duce

costs.

approach
Alternatively, joint organisations can undertake
the coordination and administration of their
member council s& ri
frameworks on behalf of the councils.

s k

Any shared risk management function must
operate as an individual resource for each
council in the shared arrangement and fulfil
the statutory requirements for each council
individually.

A shageg riskcrpanagegnent fungtigngspogldl i + o

only be established and utilised by a county
council or joint organisation where the shared
function can maintain a high level of

understanding and fulfilment of each councild s

risk management needs, as well as effective
working and reporting relationships with the
general manager and senior staff of each
council in the shared arrangement.

Councils that establish a shared risk
management function should develop and sign
a formal agreement with the other councils in
the shared arrangement which outlines how
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the shared arrangement will operate and costs
are shared.

Resourcing

AS I1SO 31000:2018equires each council to
ensure sufficient resources are allocated to

i mpl ement the council
framework and deliver the internal controls
needed to ensuret he c onsksare | & s
appropriately managed.

In practice, this responsibility will fall to the
governing body and /or general manager of
the council.

These resources includethe necessary:

1 human resources (with appropriate skills
and experience)

1 technology, equipment, tools and
information management systems for
managing risk

1 documented processes and procedures,
and

1 professional development and training for
staff to ensure they can fulfil their risk
management responsibilities.

To ensure that the governing body and /or
general manager makes informed budgeting
decisions, the audit, risk and improvement
committee is to advise of the resources it
considers that the council needs to effectively
implement its risk management framework,
having regard to any budgetary constraints

facing the council and
environment.
Roles and

responsibilit ies

AS ISO 31000:2018equires that each council
assign risk management roles and
responsibilities to all relevant roles within the
council.

To ensure effective implementation, the
standard also requires each council to

demonstrate strong leadership and
commitment to risk management.

In practice, this will see the general manager,

governing body and council staff take on the
following responsibilities:

Governing body 0 strategic

rlesckersfapage ment

Consistent with the governingb od y 6 s
leadership role under section 223 of the Local
Government Act, the governing body is
responsible for setting the foundational
elements of c 0 u n dsk Iahagement
framewor k and t h.e

This includes approving via resolution the
council 6s
that conveys how much risk will be tolerated
by the governing body in the pursuit of the
strategic objectives for the council, and how
risk is to be managed and decisions made
within this context.

The councils risk criteria/appetite is to be
approved in consultation with the audit, risk
and improvement committee .

General manager o
operational leadership

Consistent with the

to conduct the day -to-day management of the

t hceuncil, thel gergerallmariagechpseiltineate i o n a |

responsibility and accountability for risk
management in the council.

The responsibility is also specified in the Local
Government Regulation (clause#tbc).

This includes:

- overseeing the
framework and ensuring it is effectively

communicated, implemented and reviewed

regularly

- approvingthecouncil 6s ri sk

policy, plans and risk reports (where
applicable)

- promoting and championing a positive risk
culture
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- assigning authority and accountability for -
risk management at appropriate levels and
to appropriate staff in the council, and
ensuring they are held accountable for
these responsibilities
- annually attesting that-
management framework complies with
statutory requirements (see below), and -
- approving the council 6s
corrective actions recommended by the
Cc 0 u n interhabaadit function, external
audit and audit, risk and improvement
committee.

Dependingonthecounci |l 6s needs, r
and organisational structure, and to assist the
integration of risk management across the
council, the general manager may wish to
delegate responsibility for key aspects of the
council ds risk management
senior manager or group of senior managers
established for this purpose.

The delegate would report to the general
manager on risk management issues.

An example risk management policy is
provided at Appendix 5.

Risk management function
d oversight and facilitation

Each council is to establish a risk management

function responsible for the day-to-day
activities required to i mp
risk management framework and provide

specialist risk management skills and

knowledge.

The council 6s rrictoikisamanagem
key support to the general manager in meeting

their risk management responsibilities and

reports directly to the general manager or their -
delegate.

Each council will have the flexibility to establish
its risk management function based on its

supporting the general manager by
coordinating and providing clear and
concise risk information, advice and/or
reports that can be used in planning and
decision-making

ccootdinating thé variousiadivkties relating

to risk management within the council
helping to build a risk management culture

iwithinlthe coennilf ircluding faciliating

and driving risk management at the
strategic and operational level within the
council and ensuring consistency in
practice

ensuring there are easily accessible
8yStemd &nfl [rdtesses in place to enable
all staff to conveniently undertake risk
management in their day-to-day work
ensuring risk management processes are
applied consistently across the council
forrga"’rlligﬂneg \gp%rrCkariatets%ﬁ rsk
management training and development
developing and maintaining a risk
reporting framework to enable regular
advising/reporting of key risks, and the
management of those risks, to the general
manager or their delegate

supporting council staff with their risk
management obligations and providing
staff with advice and tools to ensure risk
management compliance

implementing effective risk management
communication mechanisms and
information system/s

establishing and maintaining an ongoing
maniipsing pystempqurack g sk, ; | 5 o
management activities undertaken within
council and assessing the need for further
action

assessing risk management information for
&qnpletgngss, accuracy and consistency
(for example, risk registers, risk treatnment
plans), and

preparing advice or reports for the audit,
risk and improvement committee and
attending committee meetings (where
requested).

structure, resourcing, risk management needs In order to fulfil its role, the risk management
and risk management maturity. function needs to:

Regardless of its structure and composition,
the role and responsibilities of the risk
management function should include:
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- have the skills, knowledge and leadership
qualities required to support and drive risk
management

- have sufficient authority to intervene in
instances where risk management efforts
are being hampered by a lack of
cooperation or thro ugh lack of risk
management capability or maturity, and

- be able to add value to the risk
management process by providing
guidance and support in managing difficult
risk, or risks spread across a number of the
council 6s business
areas.

Dual responsibilities

It is important that the risk management
function is independent of line management to
reduce the potential for management influence
on the risks that are reported on, and to ensure
independence.

Where risk management oversight or
facilitation activities are performed by council
staff with other council responsibilities, the
council must put safeguards in place to limit
any cognitive bias (which can lead to faulty risk
assessments and decisioamaking errors).

Depending on the specific needs and
circumstances of the council, these safeguards
could include:

- the audit, risk and improvement
committee being informed of the other
council responsibilities the risk
management function has, including
reporting lines, responsibilities and
expectations related to the role/s

- any potential issues or @nflicts of interest
arising from the se other roles being
formally documented and communicated
to the committee

- risk management staff being prohibit ed
from undertaking risk management
evaluations and reviews in relation to the
council operations they are responsible for,
and/or

- the committee regularly assessing that the
safeguards put in place are effective.
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Internal audit function o
review and assurance

Counci | &auditifumdtion is respbnsible
for reviewing and providing advice to the
audit, risk and improvement committee and
the council on the
risk management framework.

Given the need to maintain the independence
and objectivity of the internal audit function,

uni ttee fojowinggbguadaries aredoragply with

respect to the role of the internal audit

function in relatontot he counci |

management framework:

- itis to be clear that council management
remains responsible for risk management

- the internal audit function is to provide
advice and challenge and support

management dmakidgeasi si on

opposed to taking risk management
decisions themselves

- the internal audit function should not:

0 manage any of the risks on behalf of
the council

set the coun tappktifes
impose risk management processes
decide or implement risk responses, or

be held accountable for risk
management activities.

O O O O

Audit, risk and
improvement committee 0
advice and assurance

An audit, risk and improvement committee 6 s
role in relation to risk management is to

support the governing body and general
manager to ensure that
management framework is appropriate and
operationally effective.

The breadth and depth of this assurance role is

to be determined by the council and the audit,

risk and improvement committee and could

include:

- assessing whether risks at all levels are
identified, assessed and reviewed regularly
by the council

47

0s

r

t

effecti

ri

s k

he

\Y

s |

C



- being involved in the regular review of the 0 the internal control framework

council 6s risk register appropriately reflects t
- reviewing the integration of risk criteria/appetite
management into business planning and 0 risks are formally considered when
program implementation activities , and/or developing and implementing all
- providing assurance in relation to the council policies, programs, projects
management of risk or governance and other activities, including
arrangements on individual projects, procurement
programs or activities. o risk management covers all relevant
risk categories including strategic,
Appendi x 4 provides further examples of the operational, compliance, reputational
activities the audit, risk and improvement and reporting ri sks
committee could perform in relation to risk 0 major risks have been identified and
management. assessed by the council and
appropriate risk treatments have been
i mpl emented that reflect
] . risk criteria
Review and reporting othe councilés internal o
effective and appropriate
. othe council &8s iski sk regi s
Quarteﬂy rep0rtlng profile are current and appropriate
o risk information is captured and
Each council is to ensure its risk management communicated in a timely manner
framework is regularly monitored and reviewed across the council, enabling
to ensure it is relevant, effective and complies management and staff to carry out
with the current Australian risk management their responsibilities, and
standard. othe council ds risk manac

procedures and plans are being

Each council is to base its ongoing monitoring complied with

and review process on its own needs, however,
this should include at a minimum, providing
guarterly advice from the risk management
function to the general manager or their
delegate.

The general manager should discuss the

annual assessment of the <co
management function with the governing

body and audit, risk and improvement

committeeat t he council ds strat

This will ensure that risks arebeing correctly meeting held each council term

identified, prioritised and treated, and any
emerging problems are known and rectified

quickly. Strategic assessment
The Local Government Regulation (clause#tbc)
Annual assessment requires t haditriskamdounci | s
] . ] ] improvement committee keep the
Each council 6s ri shstomanaglenmqnetmefn%nacttiloonn of a council

conduct an .ar;nu~al self- a§sesiment of the mar]lagement framework under review and
councl 0s s managemen tprovidre gdmcee%?hﬁ&uncil on its

) implementation.
The annual selfassessmentis to report to the

gener al manager whiskt her the council s
management framework:

- complies with statutory requirements
- s sufficiently resourced
- operates effectively, this includes whether:
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A c o u n caudlt, dsk and
improvement committee  must
provide an assessment of the
effectiveness rsK

Annual a ttestation

¢ o u nTheiLbcal &overnment Regulation (claise #tbc)

management framework to the governing requires the general manager to attest each
body each council term, as part of the yeari n the council és annual r
commi t t e e-gearly $trategic council has complied with the following
assessment. requirements in relation to its risk
management activities:
As part of the audit, risk and improvement - council has adopted a risk management
committee6s assessment of the ciarHefdi tHatlsconsisteht fith current
management function, it should consider Australian risk management standardsand
whether: appropriate for,atdhe counci
- the council is providing sufficient resources -t he c oauditcrisklagdsmprovement
for risk management committee reviews the implementation of
- thecouncil 6s ri Bakmewmwtnagemenhe council s risk manage:
complies with statutory requirements, and and issuesan assessment of the
- thecouncil s risk managemerffkecamegwoeks of the coun
operates effectively, is being complied with management framework to the governing
and supports the achievement of the body each council term.
council ds strategic goals and objectives
Further information on a nnual attestation
The general manager is to develop an action requirements is provided in the statutory
plan for the governing body to address any framework section of these Guidelines.
risk management issues identified by the
committee .

The audit, risk and improvement committee

and general manager should discuss the

strategic assessment and action planwith the

governingbody at t he council 6s strategic
assurance meeting held each council term.

Performance measures

To ensure the effectiveness of councilds ri sk
management activities can be regularly
monitored and reviewed, each council must
ensure that it:
- assigns performance targetsto risk
management activities that can be
measured against goals and objectives

and

- can obtain the data needed to measure the
impactoft he council 6s risk management
framework.
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Further resources

The following resources may be useful to
councils seeking more information about the
establishment and operation of their risk
management framework. They provide
examples, checkliss, samples, templates and
other practical tools councils could use.

This is not an exhaustive listbut provides a
useful starting point for councils that seek
further information.

A Guide to Risk Management ¢ The State of
Queensland (Queensland Treasury ) (2020)

Provides guidance on how to apply the
Australian risk management standard,
including checkilists for each stage of the risk
management process.

AS ISO 31000:2018 Risk Management o
Guidelines 6 International Standards
Organisation (2018)

The current Australian risk management
standard at the time of printing (for purchase
from the International Standards Organisation)

Audit Committee Guidelines & Improving
Accountability and Performance & The State
of Queensland (Queensland Treasury and
Trade) (2012)

Provides checklists of the matters audit, risk
and improvement committee s are to consider

Risk Management Toolkit for Public Sector
Agencies (TPP 12-03) 8 NSW Treasury
(2012)

Consists of three parts:

- Executive Guide (TPP 103a)

- Volume 1 6 Guidance for Agencies (TPP
12-03b), and

- Volume 2 8 Templates, Examples and Case
Study (TPP 1203c).

Provides detailed and practical advice on the

various elements of the Australian risk

management standards (ISO 31000) templates

and worked examples.

The Three Lines of Defense in Effective Risk
Management and Control & Institute of
Internal Audit ors (2013)

Outlines the three lines of defence approach to
risk management and the role of management
and internal audit in risk management.

The Role of Internal Audit ing in Enterprise -
Wide Risk Management & Institute of
Internal Audit ors

Outlines what enterprise risk management is,
how it can be implemented and the role of
internal audit in risk management.

Victorian Government Risk Management
Framework Practice Guide & Victorian
Managed Insurance Agency (2016)

Provides guidance on how to apply the
Australian risk management standard,

when reviewing a council §gludnd exdmpld8dihAsk §optétddriteria

framework and internal controls.

Dealing with Corruption, Fraud and the
ICAC: the role of public sector Audit and
Risk Committees & Independent Commission
Against Corruption (2020)

Provides information about the role of risk
management in relation to fraud and
corruption.

statement.
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https://www.treasury.qld.gov.au/resource/guide-risk-management/
https://www.treasury.qld.gov.au/resource/guide-risk-management/
https://www.standards.org.au/standards-catalogue/sa-snz/publicsafety/ob-007/as--iso--31000-colon-2018
https://www.standards.org.au/standards-catalogue/sa-snz/publicsafety/ob-007/as--iso--31000-colon-2018
https://www.treasury.qld.gov.au/resource/audit-committee-guidelines-improving-accountability-performance/
https://www.treasury.qld.gov.au/resource/audit-committee-guidelines-improving-accountability-performance/
https://www.icac.nsw.gov.au/prevention/corruption-prevention-publications/latest-corruption-prevention-publications/dealing-with-corruption-fraud-and-the-icac-the-role-of-public-sector-audit-and-risk-committees
https://www.icac.nsw.gov.au/prevention/corruption-prevention-publications/latest-corruption-prevention-publications/dealing-with-corruption-fraud-and-the-icac-the-role-of-public-sector-audit-and-risk-committees
https://www.icac.nsw.gov.au/prevention/corruption-prevention-publications/latest-corruption-prevention-publications/dealing-with-corruption-fraud-and-the-icac-the-role-of-public-sector-audit-and-risk-committees
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management/risk
https://www.treasury.nsw.gov.au/information-public-entities/governance-risk-and-assurance/internal-audit-and-risk-management/risk
https://na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Three%20Lines%20of%20Defense%20in%20Effective%20Risk%20Management%20and%20Control.pdf
https://na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Three%20Lines%20of%20Defense%20in%20Effective%20Risk%20Management%20and%20Control.pdf
https://na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Role%20of%20Internal%20Auditing%20in%20Enterprise%20Risk%20Management.pdf
https://na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Role%20of%20Internal%20Auditing%20in%20Enterprise%20Risk%20Management.pdf
file:///C:/Users/HallLX/Downloads/VMIA-Practice-Guide.pdf
file:///C:/Users/HallLX/Downloads/VMIA-Practice-Guide.pdf

Core requirement 3:

Internal audit

Each council and joint organisation must have an
independent internal audit function that reports to
the audit, risk and improvement committee and is
consistent with current international standards for
internal audit



Guiding principles for
iInternal audit

- The internal audit function operates
independently and with appropriate
expertise in a manner that is appropriate
for the council .

- The internal audit function has access toall
council information necessaryto fulfil its
role and responsibilities

- The internal audit function is appropriately

positionedinth e counci | 8 s g o v dunctice mgsieoperate

framework to ensure its work
complements the work of other internal
and external assurance providers

- The internal audit function has a
comprehensive work plan linked to the
council ds strategic obj
and emerging risks

- The audit, risk and improvement
committee receives relevant and timely
advice from the internal audit function to
ensure the committee can fulfil its role and
responsibilities

- The internal audit function operates in a
manner consistent with accepted
international standards

- The work of the internal audit function is
thoroughly planned and executed, risk-
based, client-focused and linked to the

Internal audit is defined in the International

Professional Practices Frameworkssued by the

Institute of Internal Auditors a san 6

independent, objective assurance and consulting
activity designed to add value and improve an

organisationds operations.

organisation accomplish itsobjective by

bringing a systematic, disciplined approach to
evaluate and improve the effectiveness of risk

management, control and governance
processesao.

A council awiti nter

independently of the council and
internal audit activities cannot
be subject to direction by the council

To ensure that the internal  audit -
f@nétibni rameiiss in@ePethde® U I 1 4 0.
from council management it —
must have a dual reporting line
that reports:

- administratively to  the general manager

or a sufficiently senior role in the
council to ensure the internal audit

function fulfils its responsibilities , and

- functionally to the audit, risk and
improvement committee

A3 S &N

council s strategic goaResourCing

- The internal audit function adds value to
the council and is held accountable by the
committee and governing body for its
performance, and

- Each council is accountable to the
community for the effective
implementation of its internal audit

function.
Independence
Each council in NSW, (including p—
county council and joint -_—
organisation) must have an - :

internal audit function to
provide an independent unbiased
assessment of the council
risk and control activities.

Guidelines for Risk Management and Internal Audit for Local Government in NSW

The governing body and general manager of
the council must ensur e
internal audit function is sufficiently resourced

to effectively carry out its work . The chair of
the audit, risk and improvement committee
should be consulted on the resourcing
required.

The audit, risk and improvement committee 6 s

resourcing recommendations are to be
minuted by the committee.

6s operations and
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Internal audit charter

't is important audat
function has clear guidance on how it should
serve the audit, risk and improvement
committee and the council, and that the
committee and council has input into how the
internal audit function will operate.

This will ensure there is no ambiguity between
the audit, risk and improvement committee ,
the council or the internal audit function and
that the performance of the internal audit
function can be assessed.

The Local Government

Regulation (clause #tbc) requires
each council to adopt an internal
audit charter, consistent with the
approved Model Internal Audit Charter
(Appendix 6) , to guide how internal  audit
will be undertaken by th e council and
measure its effectiveness .

The internal audit charter is to be developed
by the audit, risk and improvement committee
in consultation with the general manager and
the head of the internal audit function and
approved via resolution by the governing body
of the council .

The Local Government Regulation (clausettbc)
allows councils to include additional provisions
in their internal audit charter so long as they
are not inconsistent with the approved Model
Internal Audit Charter.

The audit, risk and improvement committee is
to review the ¢ 0 u n mterhabdasidit charter
annually in consultation with the general
manager and the head of the internal audit
function.

Role of the general
manager

Consistent with their role under the Local
Government Act (section 355) to conduct the
day-to-day management of the council, the
general manager has administrative

responsibility for internal audit under the Local
Government Regulation (clause#tbc).

C 0 u nThis nheéns that tnetgeneral mdnager is

responsible for:

- advising the governing body on the
resourcesrequired for the effective
functioning of the internal audit function

- ensuring appropriate administrative
support is provided to support the work of
the internal audit function - for example,
access to council ds
networks, payroll, work health and safety,
office facilities and resources, council
information etc

- ensuring that the internal audit function is
appropriately positioned within the council
to work with e xternal bodies and internal
business units andfulfil its role and
responsibilities

- ensuring the internal audit function
complies with the International
Professional Practices Frameworkand

- annually attesting, on behalf of the council,
that the council is fulfilling its statutory
obligations in relation to internal audit.

The general managerhas no role in the
performance of the internal audit function - for
example, the conduct of internal audits, the
audit techniques used, or the reporting of
internal audit findings to the audit, risk and
improvement committee .

Delegation

The general manager can,in consultation with
the governing body of the council and the
audit, risk and improvement committee ,
delegate their functions in relation to the
oversight of
function to another role in the council that is
sufficiently senior to ensure the internal audit
function meets its responsibilities.

In making a delegation, consideration should

be given to how the delegation will influence

the internal auditf uncti ondés abi

the internal audit charter given the:

- seniority and expertise of the delegate and
demands placed on them by their other
roles and responsibilities in the council
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- support available to the delegate to
successfully execute their delegation in
relation to internal audit

- complexity of the
- risk profile of the council
- expectations of stakeholders, and

- likely demands placed on the internal audit

function.

Role of the audit, risk
and improvement
committee

Under the Local Government Regulation
(clause#tbc), the audit, risk and improvement
committee exercisesfunctional oversight of a
counci | Gaudiifunctioa tomrresure it
operates independently from the council .

This means that the audit, risk and

improvement committee is responsible for:

- assisting the governing body to identify
the resources necessary for the effective
functioning of the internal audit function

- setting the annual and four-yearly work
plans for the internal audit function,
including the audits that will be completed

- assessing the findings and

recommendations of completed audits and
advi

providingthe co mmi t t ee &6 s
opinion on issues raised to the general
manager and governing body of the
council

- developing the internal audit charter that
will guide the work of the internal audit
function and how it operates , and

- reviewing the performance of the internal
audit function.

Structure

Each council will have different internal audit
function requirements depending on the

C 0 u n c ie,Inéeds, bsidget and operational
complexity and can either:

- establish an internal audit function for their
own exclusive use, or
- share their internal audit function with

c ounci ladother coonciecounty sounilersjcsnt

organisation.

For cost and administrative efficiency, councils

are also able to:

- establish an in-house internal audit
function comprising of council
staff/contractors, and/or

- outsource their internal audit function to
an external provider/s & for example, a
private sector accounting firm, internal
audit firm, internal audit contractor etc.

These options will assist councils, county
councils and joint organisations:

- to establish their internal audit function in
the most cost-effective way

- in remote locations that may find it difficult
to appoint or retain the staff necessary to
support a stand-alone internal audit
function

- to access a larger resource pool than
would be available to a single council, and

- create efficiencies through common
systems, shared knowledge and internal
audit tools.

When deciding the most appropriate way to

structur e a caoditifucctioh,dhs

general manager should consider the viability

and gppagity of a sharedinternal audit function

to achievet h e c oiotermalialdid charter

given the:

- size of the council in terms of both staffing
levels and budget

- geographical and functional distribution of
the council &8s

- complexity of

- risk profile of the council

- expectations of stakeholders, and

- likely demands placed on the internal audit

function by other councils in the shared
arrangement.
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Whatever structure is adopted,
the head of a cou
audit function must :

- be a council employee and
cannot be outsourced, other than
through a shared arrangement with
another council , and

- meet the eligibility and independence
criteria for the position.

This is to ensure that the council retains
strategic control of the internal audit function
and can actively monitor its performance.

County councils

County councils may enter into a shared
arrangement with one of their constituent
councils or another county council.

Joint organisations

Joint organisations that do not host a shared
internal audit function for the use of their
member councils can enter into a shared
arrangement with a member council.

In-house intern al
audit function

An in-house internal audit function is where
internal auditors and other staff (where

required) are employed by the council to
conduct the internal audits and other activities

in the audit, risk and improvement committee 8 s
annual and four-yearly strategic work plan.

The advantages of establishing an inhouse

internal audit function may include:

- council retaining ownership of internal
audit information

- confidentiality of sensitive information
contained in audits

- stronger direction and oversight by the
council of the internal audit function with
more direct control over the quality of
audits conducted

- internal auditors having council-specific

i n krowledgeland experience that delivers
better audit results

- greater agility to respond quickly to
emerging issues, and

- the retention of corporate knowledge
within the council.

Disadvantagesmay include:

- challenges attracting and retaining suitable
staff

- specialist skills may not be available in
house

- reduced flexibility, and

- the need to provide council facilities and
office space for internal audit personnel.

Councils that establish an in-house internal
audit function are not limited to employing
staff members and can supplement the internal
auditt eamd s wauditk undeitakem by
external providers where necessary

Councils that have been categorised as a ter 2
or tier 3 council are encouraged to establish an
in-house internal audit function given their:

- significant assets

- higher risk profiles

- higher levels of expenditure, and

- more complex transactions and operations.

Head of an in -house
internal audit function

Each c dntema aulditfisiction must be
led by a staff member with sufficient skills,
knowledge, experience and integrity to ensure
it undertakes its role appropriately, meets its
responsibilities to the audit, risk and
improvement committee and makes a valuable
contribution to the council.

The head of an in-house internal audit function
(described asthe &hief audit executivedin the
International Professional Practices Framework)
also needsto report to the general manager or
a sufficiently senior role in the council that
ensures the internal audit function fulfils its
responsibilities.
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For some councils with larger budgets and - must be a council employee and cannot be

higher risks, the head of the internal audit outsourced, other than thro ugh a shared
function will require the support of a dedicated arrangement with another council 8 this is
internal audit team to fulfil the internal audit to ensure that the council retains strategic
charter. control of the internal audit function and is
able to actively monitor the performance
For other smaller councils, their size and risk of the internal audit function
profile may not justify additional internal audit - must be independent, impartial, unbiased
staff and the head of the internal audit and objective when performing their work
function will be sufficient. and free from conflicts of interest

- should possess the following skills,
knowledge and experience to effectively
carry out their role:

- the credibility to ensure they can
negotiate on a reasonably equal
footing with the general manager (or
their delegate), governing body and
audit, risk and improvement
committee

- the skills, knowledge and personal
qualities necessary to lead credible and

The head of the internal audit function may
also have other council responsibilities outside
of internal audit.

Role and responsibilities

For all in-house internal audit functions,
regardless of size, the key responsibilities of
the head of the internal audit function include:

1 managing the day-to-day activities of the

counci | oaudi |§m|Wt|esnomBsUre accepted internal audit activities in the
they add va.lue to council . . ) . council

T managing the cawncilds int %tfoﬁgae}perience overseeing internal
budget audit

1 supporting the operation of the audit, risk
and improvement committee

1 approving internal audit project plans,
conducting or supervising audits and
assessments and providingindependent

advice to the committee The head of the internal audit function must
T monitoring the counci |l 08580 dpdhdeafdBshdutt héiriinRial audit
of corrective actions that arise from the activities in accordance with the International
findings of audits Professional Practices Frameworkincluding its
1 fulfilingthe commi tt eeds annualCoteofEkhicp! an
and four-yearly strategic plan

f ensuring the canditnci | 6s Asacoenciliemployee, thehead of the internal

- appropriate qualifications and
professional certifications, and

- local government experience
(preferred).

activities comply with statutory audit function must comply with all relevant
requirements council policies and procedures as required by

1 managing internal audit personnel and other council staff members, including the
ensuring that they have the skills necessary councilos code of conduct
to fulfil the role and responsibilities of the
internal audit function (where appropriate), Independence
and

1 contract management and oversight of It is important that the head of an in-house
supplementary external providers (where internal audit function has the functional
appropriate). independence to ensure that this role has the

freedom necessary to independently assess
and report on the way council operates.

Eligibility criteria As a safeguard the Local Government
Regulation (clause#tbc) requires the general

To fulfil these responsibilities, the head of the manager to consult with the chair of the audit,

internal audit function risk and improvement committee before
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appointing or changing the employment In-house internal auditors must also conduct

conditions of the head of the internal audit internal audit activities in accordance with the

function (including disciplinary measures). International Professional Practices Framework.

Where dismissal occurs, the general manager Internal audit should be performed by

must report to the governing body advising of professionals with an appropriate level of

the reasons why the head of the internal audit understanding of the ¢ o0 u n cuiturefsystems

function was dismissed. and processes to provide assurance that the
internal controls in place are sufficient to

Where the chair of the audit, risk and mitigate the risks, that the governance

improvement commit tee has any concerns processes are adequate and that organisational

about the treatment of the head of the internal goals and objectives are met.

audit function, or any action taken that may

compromise the head of the internal audit In-house internal auditors should therefore

f u n c tabilityrtaduadertake their functions possess thefollowing skills, knowledge and

independently, they can report their concerns experience to effectively carry out their role:

to the governing body of the council. - the skills, knowledge and experience

necessary toconduct internal audit
The head of the internal audit function is activities in the council & for example:

required to confirm at least annually to the

0 accounting
audit, risk and improvement committee the o finance
independence of internal audit activities from o0 economics
_ 0 management
Accessto council staff and o law
info rmation 0 taxation
o fraud and corruption
All internal audit personnel, " o IT
including the head of an in- "o - effective interpersonal and
house internal audit function A communication skills to ensure they can
have direct and unrestricted partner with council staff effectively and
access to council staff , the audit risk and collaboratively

improvement - committee and council
information and resources necessary to
undertake their role and responsibilities.

- honesty, integrity and due diligence, and

- appropriate qualifications and
professional certifications.

All council staff and contractors should have
unrestricted access to the head of the internal
audit function to allow them to alert them to
emerging risks or internal audit related issues.

Local government experience or expertise is
also strongly preferred.

Dual responsibilities
Internal audit team To ensure the internalauditf uncti onds
independence and objectivity, it is best
practice that the head of the in-house internal
audit function and any other members of an
in-house internal audit team have no other
council responsibilities other than internal
audit.

Any other staff members appointed to

¢ 0 u n c ihdugesnterinal audit function
report directly to the head of the internal audit
function.

As council employees, internalaudit staff must
comply with all relevant council policies and
procedures including the
conduct.

However, it is chognised thaé some c?uncils
comu it os ¢ode. o

may find it ditficult to employ ~a’stand-alone

head of an in-house internal audit function or

other supporting internal auditors due to the
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costinvolved,t he counci | 6sthdt oc at i annualassessment reportto the governing

the size of thecouncil 6 s oper ati ons
profile or the council 0s TRefeAdarsem&tditHe §overning Bodyfiict ur e

may not warrant stand-alone employees.

Councils can therefore combine the head of
the internal audit f u n c t roleoanddosthe
role of a member of the internal audit team
with another council role or responsibilities
provided there are adequate safeguardsput in
place by the council to limit any real or
perceived bias or conflicts of interest that may
lead to faulty decision-making and cognitive
bias.

An internal audit role must not be combined
with the role of the general manager, chief
financial officer or risk management function
as it will create conflicts of interest that cannot
be resolved.

Councils can also share theirhead of the
internal audit function with another council,
county council or joint organisation as part of a
shared arrangement.

Depending on the specific needs and
circumstances of the council, safeguardscould
include:

- any potential issues or conflicts of interest
arising from a dual role being formally
document ed internataodit n c i
charter

- the audit, risk and improvement
committee, or another suitably qualified
and independent party, reviewing internal
audit briefs, findings and
recommendations before they are finalised
where they concern any key risks overseen
by the head of the internal audit function
or internal audit team member in another
role

- the head of the internal audit function or
an internal audit team member not having
responsibility for managing any risks or
implementing any audit recommendations
or corrective actions in their other role/s,
and/or

- the committee including an assessment of
the independence and objectivity (for
internal audit purposes) of the head of the
internal audit function or any internal audit
team members with a dual role in their

anfbdyr i sk

consultation with the audit, risk and
improvement committee is also required
before any combined roles can commence.

Where the head of the internal audit function
has a dual role in a council, they are to remain
independent and report functionally to the
audit, risk and improvement committee on
their internal audit responsibilities.

For other council responsibilities, the head of
the internal audit function reports functionally
through normal council reporting lines to the
general manager.

Outsourced internal
audit function

Where a council outsources their internal audit
function, the internal audits required by the
audit, risk and improvement committee are
undertaken by an external provider such as an
internal audit or accounting firm, or an
individual practitioner.

0s .
Contract management is overseen by an

employee within the council.

The advantages ofusing external providers for

internal audit activities may include:

- flexibility

- access to a wide range of expertiseand
experience, especially outside of local
government and provide expertise the
council may not have

- provides a window to better practice
methods that small councils may find
difficult to access

- the ability to purchase services as and
when required

- canincrease internalauditd s i ndependenc

from the council

- overcoming challenges recruiting a head of
an internal audit function or internal audit
staff, and

- potential to negotiate lower fee -for-service
costs.
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Disadvantagesmay include:

- increased costs

- potential loss of corporate knowledge
from the council

- difficulty building and maintaining
professional relationships between council
management and external contractors

- reduced oversight and control of internal
audit activities

- additional in -house staff time required to
source and manage external providers and
contracts

- the external provider lacking council-
specific knowledge

- internal audit coordinator is unlikely to be
audit trained and may not have the
knowledge to ensure audit quality is
maintained, and

- potential confidentiality breaches.

Given their size, resources, geographical
isolation, risk profiles and complexity of
operations, tier 1 councils are encouraged, at a
minimum, to establish an outsourced internal
audit function.

Head of an outsourced
internal audit function

Compared to the head of an in-house internal
audit function which personally conducts or
supervisesinternal audits and provides their
personal opinions and recommendations to
the audit, risk and improvement committee ,
the head of an outsourced internal audit
function will, in practice, primarily be a
coordination and administrative role.

The key responsibilities of any council staff

member assigned responsibility for leading an

outsourced internal audit function is to include:

- contract management

- managing internal audit budget

- ensuring the external provider completes
internal audits in line with the audit, risk
and improvement committee 8 s
and four-yearly strategic plan

- forward audit reports by the external
provider to the committee

- act as a liaison between the external
provider and the committee

annual

- monitoring the
of corrective actions that arise from the
findings of audits and reporting progress
to the Committee, and

- assisting the committee to ensure the
counci | Oaudiiaativitiesrcomply
with statutory requirements .

To fulfil these responsibilities, the head of an

outsourced function :

- reports functionally to the audit, risk and
improvement committee

- must be free from conflicts of interest

- must be a council employee and cannot be
outsourced, other than through a shared
arrangement with another council, county
council or joint organisation - this is to
ensure that the council retains control of
the internal audit function and is able to
actively monitor the performance of the
external provider

- should possess the following skills,
knowledge and experience to effectively
carry out their role:

- agood understanding of the work of
audit, risk and improvement
committee s and internal audit, and

- the skills, knowledge and personal
qualities necessary tomanage the
council s contract
provider and liaise between the
external provider and the audit, risk
and improvement committee .

As a council employee, thehead of an
outsourced function must comply with all
relevant council policies and procedures as
required by other council staff members,
including the counci l

Dual responsibilities

The head of an outsourced internal audit
function can be assigned other roles and
responsibilities in the council.

Where the head of an outsourced function has
@dua rdle in a council, they are to remain
independent and report functionally to the
audit, risk and improvement committee in
relation to their internal audit responsibilities.
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For other council responsibilities, the head of
an outsourced function reports functionally
through normal council reporting lines to the
general manager.

Councils can combine the head of an

out sour c e drolé with anttheocaudcd
role or responsibilities provided that there are
adequate safeguardsput in place by the
council to limit any real or perceived bias or
conflicts of interest.

Depending on the specific needs and
circumstances of the council, safeguards could
include:

- any potential issues or conflicts of interest
arising from a dual role being formally
document ed internataoditn c i
charter

- the audit, risk and improvement
committee endorsing the dual roles before
they can commence

- the head of the outsourced function not
having responsibility for managing any
risks or implementing any audit
recommendations or corrective actions in
their other role/s, and/or

- the committee including an assessment of
the independence and objectivity (for
internal audit purposes) of the head of the
outsourced function in their annual
assessment report to the governing body.

External provider /s

It is important that any external provider
engaged by a council is independent and can
objectively assess and report on the way
council operates.

To ensure the independence of an external
provider, the head of the outsourced function
is to ensure the external provider:

- does not conduct any audits on specific
council operations or area that they have
worked on within the last two years

- is not the same auditor conducting the
counci |l dauditext er nal

- is not the auditor of any contractors of the
council that may be possibly subject to the
internal audit, and

- 1is able to meet the
internal audit obligations.

The head of the outsourced function must also
consult with the audit, risk and improvement
committee and general manager regarding the
appropriateness of the skills, knowledge and
experience of any external provider before they
are engaged by the council.

Chair of the audit, risk and
improvement committee
The chair of an audit, risk and improvement

committee that oversees an outsourced
internal audit function is likely to have greater

Sresponsibilities than that of an in-house

internal audit function.

As the head of an outsourced function is
largely a coordination/administrative role,
committee members, and in particular the
chair of the
|l iftingd and be
the findings and recommendations of audits
conducted by the external provider and
assurance to the council.

Councils that establish an outsourced internal

audit function must ensure that their audit, risk
and improvement committee has the capacity
and capability to undertake this increased role.

Commi ttee,
theompri mary

Shared internal audit

function

Under the Local Government Regulation

(clause#tbc) councils can:

- share an internal audit function with
another council or joint organisation as
part of an independent shared
arrangement

- utilise the internal audit function
established by their joint organisation that
is shared by member councils
for county councils - share an internal
audit function with a constituent council,
or
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- forjoint organisations - share an internal
audit function with a member council.

Councils can establish an inrhouse or
outsourced internal audit function as part of a
shared arrangement.

A shared internal audit function must operate
as a standalone internal audit function for each
participating council in the shared
arrangement and satisfy statutory
requirements for each participating council.

A shared internal audit function should only be
established and utilised where all participating
councils can be confident that the shared
function can deliver a high level of
understanding and fulfilment of each councild s
internal audit needs and maintain effective
working and reporting relationships with each
participating council in the shared
arrangement.

Councils that establish a shared internalaudit
function should develop and sign a formal
agreement with the other councils in the
shared arrangement which outlines how the
shared arrangement will operate and how
costs will be shared.

Implementation

Given the administrative complexity of an
internal audit function shared between
councils and reporting to multiple governing
bodies and general managers, the following
arrangements are recommended:

- the internal audit function is hosted by one
of the councils, county councils or joint
organisations in the shared arrangement

- the head of the internal audit function and
any other internal audit team members are
employees of the host council

- the head of the internal audit function
reports administratively to the general
manager (or their delegate) of the host
council, and

- the general manager of the host council
can only appoint or dismiss the head of
the internal audit function in consultation
with the general managers and audit, risk
and improvement committee s of each
participating council .

For internal audit functions established by joint
organisations and shared between member
councils it is recommended that:

- theinternal audit function is physically
located at the offices of the joint
organisation or a member council

- the head of the internal audit function
reports administratively to the executive
officer of the joint organisation

- the head of the internal audit function and
any internal audit staff are employees of
the joint organisation , and

- the Executive officerof the joint
organisation can only appoint or dismiss
the head of the internal audit function in
consultation with the general managers
and audit, risk and improvement
committee s of each member council.

Head of a shared internal
audit function

In-house function

The head of a shared inhouse internal audit

function needs to be able to:

- liaise with the governing bod y and general
manager of each participating council
about that c oaudi activiti€ss

- implement the annual work plan and four -
yearly strategic plan for each council

- conduct or oversee the individual audits of
each council and monitoring the
implementation of corrective actions

- manage any contractual arrangements
with external providers on behalf of each
council (where required)

- attend the audit, risk and improvement
committee meetings of each respective
council on behalf of that council, and

- maintain separate and confidential
information for each council .

Outsourced function

The head of a shared outsourced internal audit

function needs to be able to:

- manage contracts with external providers
on behalf of all councils in the shared
arrangement
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- liaise with the audit, risk and improvement
committee and general manager of each
council

- coordinate the completion of audits by the
external provider in
annual plan and four-yearly strategic plan

- provide audit reports by the external
provider to the relevant committee and
general manager and coordinate council
responses

- monitor the implementation by each
council of corrective actions that arise from
the findings of audits and reporting
progress to the committee

st e a committee 0 eresure

- assi
t he
comply with statutory requirements , and

- maintain separate and confidential
information for each council .

Workplans

The work of each
internal audit function will be
guided by the strategic four - -
yearly workplan and annual
workplan developed by the
improvement committee
requirement 1).

audit, risk and
(see core

Performing internal
audit s

It is essential thatam@ u nci |
function perfor ms audis
to a high and consistent standard and that the
findings and recommendations that arise from
audits can be relied upon by the audit, risk and
improvement committee and the council.

Eac h c¢ o untemal laudliss

must be performed in

accordance with the

requirements of the

International Professional Practice s
Framework .

0s
c o un c ialdi activitiest er nal

O udit nt er nal

The internal audit tools, techniques and
methodologies used by the internal audit
function must be approved by the audit, risk

and improvement committee .

ne with each council
Where risk information or ratings are used

during the internal audit process,they must be
developed and applied consistently with the
current Australian risk management standard.

Audit reports

The head of the internal audit function must
provide the findings and recommendations of
internal audits to the audit, risk and
improvement committee at the end of each
audit.

The audit, risk and improvement committee
will determine whether audit reports should be
distributed to committee members out -of-
session as they are completed, or at each
quarterly meeting of the committee.

nci | ¢Eachinternalaudit report written must reflect

the requirements of the International
Professional Practices Framework.

This includes

- necessary background information,
including the objective and scope of the
audit

0s

- the audit processes and methodology used

- findings and recommendations based on
theauditbs objectives,
to their level of risk
- recommended remedial actions to address
problems identified which have been
prioritised according to risk , and

C 0 UN GedpBnse of abtibrplafrh the general

manager and/or responsible senior
managers of the council.

The head of the internal audit function must
provide a draft of each report to the
responsible senior manager/s so that a
response to each recommendation from each
relevant business unit can be included in the
final report that is submitted to the audit, risk
and improvement committee .
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The audit, risk and improvement committee

must agree with the general manager the
maximum time period the general manager

has to approve and providethecounci | 0s
responseto the committee .

Responsible senior managerswill have the

right to reject recommended corrective

action/s on reasonable grounds but should

discuss their position with the head of the

internal audit function or the chair of the audit,

risk and improvement committee before
finalising the council ds
general manager. Reasons forrejecting the
recommendation/ s must be included in the

final audit report.

For those recommendations that are accepted,
responsible senior managersare required to
ensure that:

- an action plan is prepared for each
recommendation that assigns
responsibility for implementation to a
council staff member/s and timeframes for
implementation

- all corrective actions are implemented
within proposed timeframes, and

- the head of the internal audit function is
provided regular updates, or as otherwise
reasonably requested, in relation to the
implementation of the internal audit action
plan.

Where corrective actions are not implemented
within agreed timeframes, the audit, risk and
improvement committee can invite the
responsible senior manager to explain why
implementation has not occurred and how the
resulting risk is being addressed in the interim.

The audit, risk and improvement committee

can raise any concerns it may have about the
counci |l 6s nteenal pudinhregpertst o i
with the general manager and in the

commi tteeds quarterly rep
body so that they are aware of the risks posed

to the council .

Ongoing monitoring

The head of the internal audit function should
establish an ongoing monitoring system to
track the internal audits undertaken for the

council and follow-up counci |l 6s progr e
implementing corrective actions.

Compliance with regulatory requirements and
internal audit standards could also beincluded
as part of ongoing monitoring and self -
assessment.

If necessary, any problems identified must be
reported to the audit, risk and improvement
committee and general manager to ensure
they can be rectified quickly before their
ceneeguiericesescalatedi t h t he

The audit, risk and improvement committee
can raise any concerns it has that may arise
between meetings with the governing body via
an additional report where needed. The chair
of the committee can alsorequest to meet
with the mayor.

This will ensure that the governing body is fully
aware of significant emerging risks posed to
the council.

Policies and procedures

The general manager, in consultation with the
audit, risk and improvement committee , must
develop and maintain policies and procedures

to guide the operation of the ¢ o u n aterhad s
audit function and the performance of internal
audits.

These policies and procedurescould include:

-

the structure and resourcing of the internal

audit function

how internal audits will be conducted,

reported, implemented and monitored

audit methodology

ti meframes for reporting
response to recommendations

how any internal audit-related disputes will

e reboReqdt he governing

the internal auditf uncti onds access
council staff, resources and information

how the performance of the internal audit

function will be reviewed

communication between the audit, risk and
improvement committee and internal audit

function, and the internal audit function

and the general manager, and
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- information management including for consideration and action before their
document retention, security and access to consequences escalate.
audit reports.

Providing advice to Internal audit

the audit, risk and documents

im prove ment Internal audit documentation includes any
information or documents produced or

Committee obtainedby ac ounci | dauditifunctioar n a |
that relates to the internal audit activities of
the council.

Ongoing reporting to the audit, risk and
improvement committee is essential to ensure
that the committee is kept informed of matters
considered by the internal audit function and
any emerging issues that may require
reporting to the governing body or general

All internal audit documents:

- are for internal use only, subject to the
requirements of the Government
Information (Public Access) Act 2009GIPA
Act)

manager.
- are to remain the property of the audited
council, including where internal audit
Quarterly u pd ates services are performed by an external
provider & all rights reside with the audited
The head of the internal audit function is to council
ensure that the audit, risk and improvement - must be documented, retained and
committee is advised at each of the controlled in accordance with the
commi tteeds quarterly meeti|At@satioaf Professional Practices
- the internal audits completed during that Framework and council policies
quarter - can be accessed by theaudit, risk and
- progress in implementing the annual work improvement committee and external
plan, and auditor without restriction
- progress made implementing corrective - can be accessed by the governing body via
actions arising from any past internal resolution, subject to the approval of the
audits. chair of the committee (any disputes can
be referred to the Office of Local
The way this information is communicated is to Government for resolution)
be decided by the audit, risk and improvement - subject to the GIPA Act,can only be
committee in consultation with the head of the released to an external party with the
internal audit function. approval of the general manager and the

chair of the committee, except where the
information is being provided to an
external oversight or investigative body for
the purposes of informing that agency of a
matter that may warrant its attention.

Ongoing advice

The head of the internal audit function can
meet with the chair of the audit, risk and
improvement committee at any time, as

_ _ Any internal audit documentation provided to
necessary, betweencommittee meetings.

any individual, including members of the
governing body, should be treated as strictly

This is particularly important to ensure that any confidential

urgent or emerging issues identified by the
internal audit function can be quickly reported

o ) - The chair of the audit, risk and improvement
to the audit, risk and improvement committee

committee may refuse to provide accessto

Guidelines for Risk Management and Internal Audit for Local Government in NSW 64



internal audit documents or information to
anyone who has previously released such
information without authorisation .

Review of internal
audit function
performance

Itis important thatthewor k of each
internal audit function is regularly assessed,
and internal auditors held accountable for their
performance.

This will ensure that the internal audit function
is making a valuable contribution to the
council and allows the audit, risk and
improvement committee and the council to
understand how the council is performing in
relation to the matters listed in section 428A of
the Local Government Act.

It will also ensure that the audit, risk and
improvement committee and council can
determine whether any changes to the internal
audit function are required.

Annual assessment

The audit, risk and improvement committee
must review the performance of the internal
audit function each year and report its findings
to the governing body as part of the
commi tteeds annual

The annual assessment is to ensure that any
concerns regarding the operation of the

internal audit function and compliance with the
International Professional Practices Framework
can be dealt with before they are identified in
the four-yearly strategic review, by which time
their consequences may have escalated

An annual assessment will alsoencourage
continuous i mprovement
internal audit activity.

The audit, risk and improvement committee is
to determine the nature of this assessment. It
could be conducted, for example, via a self
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assess

of

assessment performed by the head of the
internal audit function.

More information about the audit, risk and
improvement committeed s annu al
is provided under core requirement 1.

Four-yearly strategic assessment

A ¢ o u raadit, ris& and
improvement committee  is to
provide an assessment of the

of
internal audit function to the general
manager and governing body in each term

sSsassess.|

counci

of the council , as partofthe commi tt eed s

four -yearly strategic assessment .

This assessment is to occur regardless of
whether the council has established an in
house or outsourced internal audit function, as
the assessment foaises on how the council has
implemented its internal audit function.

As part of the audit, risk and improvement

committeed s assessment

internal audit function, it should consider:

- the views of an independent external party
with strong knowledge of internal audit
operation

- the independence of the internal audit
function

- whether resourcing is sufficient

- whether the internal audit function
complies with statutory requirements and
the International Professional Practices

me i dmework

- the appropriateness of annual work plans
and strategic plans based on the risks
facing the council
progress against key performance
indicators

- whether the internal audit function adds
value and delivers outcomes for the
council, and

- the appropriateness of the internal audit
tcharger. counci | &8s

of

To ensure the views of the external party

consulted are robust, the external party should

have:

- strong skills, knowledge and expertise in
internal audit
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- aworking knowledge of the International - make a public interest disclosure under the

Professional Practices Frameworkand Public Interest Disclosures Act 19940 the:
- no conflicts of interest that may result in 0 Independent Commission Against
bias or a lack of objectivity. Corruption (concerning corrupt
conduct)
The audit, risk and improvement committee , in o NSW Ombudsman (concerning
consultation with the general manager, is to maladministration)

develop an action plan for the governing body
to address any internal audit issues identified
by the committee .

0 NSW Auditor General (concerning
serious and substantial waste of
public money)

o Office of Local Government
(concerning serious and substantial
waste in local government and
breaches of pecuniary interest
obligations), and/or

o0 Information and Privacy
Commissioner (conceming
government information
contraventions).

The audit, risk and improvement committee & s
strategic assessment and action plan is to be
discussed with the governing body and

general manager at the strategic assurance
meeting held each council term.

More information about the audit, risk and
improvement committeeds st r ategi c
assessmentis provided under core

requirement 1.

: Annual attestation
Reporting concerns

The Local Government Regulation ¢lause#tbc)

about cou nCi ”OI‘S or requires the general manager to attest each
. year in the councilds annua
cou nC|I Staff council has complied with the following
requirements:
Given the nature of internal audit, there may - council has an internal audit function that
times where the internal audit function provides an independent unbiased
identifies concerns about the conduct of assessment of the council
council staff. risk and control activities
- counci | daudiifunctioa repodslto
Where the head of the internal audit function the audit, risk and improvement
has concerns regarding a staff member, they committee on internal audit matters
can: - the internal audit function operates
- raise their concerns with the chair of the independently of the council
audit, risk and improvement committee (if - counci | dauditiunctioa operatds
it relates to the effectiveness of the internal according to an internal audit charter,
audit function) which is consistent with the approved
- report breachesodoof t he c dModeklrtelndl Audit Charter contained in
conduct to the general manager, or by the these guidelines
general manager to the Mayor, asrequired - council has appointed an appropriately
by the Procedures for the Administration of skilled and eligible staff member to direct
the Model Code of Conduct for Local t he c¢ounc ialdi activities orésr n a |
Councils in NSW part of a shared arrangement where a
- report their concerns through thec oun ci | 8 s participating council has appointed a staff
internal reporting policy, complaints member to lead internal audit
handling policy or other associated - internal audit activities are conducted in
protocols, and/or accordance with the International

Professional Practices Framework
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- € 0 u n mterhabaudit function op erates
according to annual and four -yearly
strategic plans adopted by the governing
body of the council

- council provides the internal audit function
with direct and unrestricted access to the
general manager and other staff, council
information and resources so it can fulfil its
responsibilities, and

- atleast once each council term (i.e. four
years) the audit, risk and improvement
committee conducts a review of the
effectivenessofthec ounci | Gauditi nt er nal
function.

Further information on annual attestation

requirements are detailed in the statutory
framework section of these Guidelines.
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Further resources

The following resources may be useful to
councils seeking more information about the
establishment and operation of their internal
audit function.

This is not an exhaustive list but provides a
useful starting point for councils that see k to
better understand internal audit, how it can be
used by councils to improve performance, and
practical tools, examples and templates to
adapt for their own use.

International Professional Practices
Framework (mandatory guidance ) &
Institute of Internal  Audit ors (2017)

Outlines the mandatory requirements for
undertaking internal auditing under the

International Professional PracticesFramework.

Consists offour parts:

- Core Principles for the Professional
Practice of Internal Auditing

- Definition of Internal Auditing

- Code of Ethics and

- International Standards for the
Professional Practice of InternalAuditing

International Professional Practices
Framework (recommended guida nce) &
Institute of Internal  Audit ors (2017)

Provides detailed guidance on how to
implement the International Professional
Practice Framework.

Consists oftwo parts:

- Implementation Guid e @ assistsan internal
audit function to apply the standards and
understand how compliance will be
measured by the audit, risk and
improvement committee , and

- Supplemental Guide (Practice Guides)d
provides detailed processes and
procedures for the internal audit function.

How can audit committee members add
value ? 0 PriceWaterhouseCoopers (2011)

Provides a checklist for measuring the
performance of an internal audit function.

Internal Audit in Australia 0 Institute of
Internal Audit ors Australia (2016)

Provides an overview of the role of internal

audit and the internal audit function, including :

- the different types of work plans that can
be used to guide internal audit activity

- the skills, knowledge, experience and
qualifications/certifications required of
internal auditors

- performing, reporting and monitoring
internal audits, and

- how to review the performance of an
internal audit function, including
performance measures that could be used

Practi ce Guide 6 Talent Management:
Recruiting, Developing, Motivating and
Retaining Great Team Members 8 Institute
of Internal Audit ors (2015)

Provides guidance on how to establish an
effective internal audit team (for purchase from
the Institute of Internal Auditors).

Quality Assessment Manual for the Internal
Audit Activity & Institute of Internal
Audit ors (2017)

Qutlines how the performanc

internal audit function can be assessedboth
internally and externally against the
International Professional Practices Framework.

Guidelines for Risk Management and Internal Audit for Local Government in NSW 68


https://na.theiia.org/standards-guidance/mandatory-guidance/Pages/Mandatory-Guidance.aspx
https://na.theiia.org/standards-guidance/mandatory-guidance/Pages/Mandatory-Guidance.aspx
https://na.theiia.org/standards-guidance/recommended-guidance/Pages/Strongly-Recommended-Guidance.aspx
https://na.theiia.org/standards-guidance/recommended-guidance/Pages/Strongly-Recommended-Guidance.aspx
https://www.pwc.com.au/assurance/assets/audit-committee-guide/ac-guide-booklet-dec11.pdf
https://www.pwc.com.au/assurance/assets/audit-committee-guide/ac-guide-booklet-dec11.pdf
https://na.theiia.org/standards-guidance/recommended-guidance/practice-guides/Pages/Talent-Management-Practice-Guide.aspx
https://na.theiia.org/standards-guidance/recommended-guidance/practice-guides/Pages/Talent-Management-Practice-Guide.aspx
https://na.theiia.org/standards-guidance/recommended-guidance/practice-guides/Pages/Talent-Management-Practice-Guide.aspx
https://global.theiia.org/knowledge/services/Pages/Quality-Assessment-Manual-for-the-Internal-Audit-Activity.aspx
https://global.theiia.org/knowledge/services/Pages/Quality-Assessment-Manual-for-the-Internal-Audit-Activity.aspx

Implementation




Under the Local Government Act, all councils
and joint organisations are required to appoint
an audit, risk and improvement committee by
June2022.

Following June 2022, councils will have two
years, until 30 June 2024, to comply with the
risk management and internal audit
requirements under these Guidelines and five
yearsto comply with the audit, risk and
improvement committee requirements.

Audit, risk and
Improvement
committee s

New Committees

Councils that currently do not have an audit,
risk and improvement committee must appoint
a Committee by June 2022 that complies with
the requirements of these Guidelines.

Existing Committees

Councils that already have anaudit, risk and
improvement committee will already comply
with the requirement under the Local
Government Act to appoint a committee.

These ®uncils will have until June 2027 (five
years)to ensure the membership of their
committees comply with these guidelines.

Additional transition time is provided to allow
the terms of existing audit, risk and
improvement committee members that may
not otherwise be eligible for membership of
the committee under the new requirements, to
naturally expire.

Staged compliance will provide greater
stability in the membership of existing
committees, ensure the retention of corporate
knowledge on the committee, and reduce
demand on the prequalification scheme.

Risk management
framework

Councils have until 30 June 2024to ensure
their risk management framework complies
with these guidelines.

However, councils that already have a mature
risk management framework are encouraged,
for their own benefit, to comply sooner.

Internal audit
function

As a transitional measure councils will have
until 30 June 2024to ensure their internal audit
function complies with these guidelines.

However, councils that already have an internal
audit function are encouraged, for their own
benefit, to comply sooner.

Attestation

Attestation requirements will commence in
2024 for risk management and internal audit,
and 2027 for audit, risk and improvement
committees.

All councils will be required to publish their
attestation certificates commencing with their
2024-2025 annual report.

However, councils with more mature audit, risk
and improvement committee s, internal audit
function and/or risk management frameworks
are encouraged to consider publishing
attestation certificates in their annual reports
sooner.
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Appendix 1:

Attestation template and
Determination template



Internal Audit and Risk Management
Attestation Statement for the
[years] Financial Year for
[council /joint organisation |

| am of the opinion that [council/joint organisation ] has anaudit, risk and improvement committee and
risk management and internal audit processes that, excluding the exceptions outlined below, operate
in compliance with the requirements set out in the Local Government Act 1993and Local Government

(General) Regulation) 2005
Specifically:

Audit, risk and improvement committee

Requirement

Compliance

[Counktj bbst or cpadi,risk antd improvémerjt
committee is independent of the [council/joint organisation] and
has three or more members that comply with or exceedthe
minimum requirements forthe [c o u n/cji d Brst or gani
prescribed category as aftier #tbc] council

[compliant or non/compliant]

The chair and all membersof [c o u n/cji d i6rst o r cpadit, i 9
risk and improvement committee meet the eligibility and
independence criteria required of their position, and have been
appointed in accordance with prescribed membership term limits

[compliant or non/compliant]

[Countj bbst or cpadit,risk antd imgrovéement
committee operates according to terms of reference approved by
the [governing body of the council /board of the joint organisation ]
that are consistent with the approved Model Terms of Reference

[compliant or non/compliant]

[Counktj bbdst or cpadi,risk antd improvémerit
committee operates according to annual and four-yearly strategic
plans endorsed by the [governing body of the council /board of the
joint organisation]

[compliant or non/compliant]

[Co u n fointlo@anis a t | ocandit, sisk and improvement
committee provides an annual assessment to the[governing
body/board of the joint organisation] each year, and a strategic
assessment of all the matters listed in section 28A of the Local
Government Act to the [governing body /board] each council term

[compliant or non/compliant,
include date of last strategic
assessment provided]

The [council/joint organisation | provides the audit, risk and
improvement committee with direct and unrestricted access to the
[general manager/executive officer], senior management,
[council/joint organisation ] information and [council/joint
organisation] resources so it can fulfil its responsibilities

[compliant or non/compliant]

At least once each council term the [governing body of the
council/board of the joint organisation] reviews the effectiveness of
the audit, risk and improvement committee .

[compliant or non/compliant,
include date of last review]
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Membershp

The chair and membership of the audit, risk and improvement committee are:

Independent chair [name] [start term date] [finish term date]
Independent member [name] [start term date] [finish term date]
Independent member [name] [start term date] [finish term date]
Independent member* [name] [start term date] [finish term date]
Independent member* [name] [start term date] [finish term date]
[Councillor/board] member! | [name] [start term date] [finish term date]

Risk Management

Requirement

Compliance

[Council/joint organisation | has adopted a risk management
framework that is consistent with current Australian risk
management standards and appropriate for the [c 0 u n/pintl 6 s
organi srisksi on 0 s ]

[compliant or non/compliant]

[Counktj bbst or]eadi, risk and improvément
committee is responsible for reviewing the implementation of
[coun/ciji didrst o r Jgiskmanagementdram@wgork and
issues astrategic assessment of the effectiveness of the

[c 0 u n/pintlorgamisation ] risk management framework to the
[governing body /board | each council term.

[compliant or non/compliant,
include date of last strategic
assessment provided]

Internal Audit

Requirement

Compliance

[Council/joint organisation | has an internal audit function that
provides an independent unbiased assessment of the
[coun/ciji didrst o r Jpperatioasandirisk and sontrol
activities

[compliant or non/compliant]

[Counktj bbdst or]gntemal audit function@eports to the
audit, risk and improvement committee on internal audit matters

[compliant or non/compliant]

[Counktj bbst or]gntemal audit function@pmerates
independently of the [council/joint organisation ] and internal audit
activities are not subject to direction by the [council/joint
organisation]

[compliant or non/compliant]

[Co u n fointl oBrsg a n i §iaternalcaudi feinction operates
according to an internal audit charter, which is consistent with the
approved Model Internal Audit Charter

[compliant or non/compliant]

[Council/joint organisation | has appointed an appropriately skilled
and eligible staff member to direct the [c 0 u n/pintl & s
or gani $iaternalcaudid activities or is part of a shared

[compliant or non/compliant]

1 Delete row if optional member not appointed
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Requirement

arrangement where a participating [council/joint organisation ] has
appointed a staff member to direct shared internal audit activities

Compliance

Internal audit activities are conducted in accordance with the
International Professional Practices Framework

[compliant or non/compliant]

[Counktj bbst or]gnemal audit function®@serates
according to annual and four -yearly strategic plans developed by
the[coun/cji d idrst o r ]opadit, risk ant imgrovément
committee and endorsed by the [governing body of the
council/board of the joint organisation ]

[compliant or non/complia nt]

[Council/joint organisation | provides the internal audit function with
direct and unrestricted access to the [council/joint organisation]
staff,[c ou n/cji d idrst o r cpadit, risk antd improvémerjt
committee, [council/joint organisation] information and resources
so it can fulfil its responsibilities

[compliant or non/compliant]

At least once each councilterm[c o u n/cji ¢ i6rst o r caadit, i| [compliant or non/compliant]
risk and improvement committee reviews the effectiveness of the
[coun/cji didrst o r gntemal audit function Gasd]reports
this to the [governing body of the council /board of the joint
organisation].

Departures from regulatory requirements

| advise that the audit, risk and improvement committee , risk management and internal audit activities
for [council/joint organisation ] depart from the requirements set out in the Local Government Act 1993
and Local Government (General) Regulation 2001 the following ways:

Alternative measures
being implemented

Exemption granted
by the Chief
Executive of the
Office of Local
Government

Non -compliance Reason

[regulatory
requirement]

[detailed description of
reasons giving rise to
the non-compliance]

[detailed description of
the practicable
alternative measures
implemented to
achieve equivalent
level of assurance]

[yes/no]

These processes, including the alternative measures implemented, demonstrate thafcouncil/joint
organisation] has established and maintained frameworks, including systems, processes and
procedures for appropriately managing audit and risk within [council/joint organisation ].

[signed]
[name and position]
[date]
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[Council /joint organisation ] compliance with
mandatory risk management and internal audit
requirements
| am advised that [council/joint organisation | has not complied with the following requirements with

respect to the operation of its [audit, risk and improvement committee /risk management/internal audit
processeq (omit where relevant):

Requirement Reason for non -compliance

[regulatory requirement] [detailed description of reasons giving rise to the
non-compliance]

I note that the following alternative arrangements have been implemented to achieve outcomes
equivalent to the requirement/s:

Summary of alternative arrangements How they will achieve equivalent outcomes
[summary of alternative arrangement] [summary of how they will achieve equivalent
outcomes]

| am satisfied that these alternative arrangements will achieve outcomes equivalent to the
requirement/s.

This exemption from the requirements of the Local Government (General) Regulation 200% valid for
the financial year/s of [years].

[signed]
[name and position]
[date]

[Office of Local Government contact officer contact details]
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Appendix 2:

Audit, risk and improvement
committee 0 role and responsibilities



Under section 428A of the Local Government

Act, each council (including county council s

and joint organisation s) must have an audit,

risk and improvement committee to

independently review and provide advice to

the council regarding the following aspects of

council® operations:

(a) compliance

(b) risk management

(c) fraud control

(d) financial management

(e) governance

(f) implementation of the strategic plan,
delivery program and strategies

(g) service reviews

(h) collection of performance measurement
data by the council, and

(i) any other matters prescribed by the
regulation (i.e. internal audit).

The committee must also provide information
to the council for the purpose of improving
council ds performance

The audit, risk and improvement committee
and council are to agree on the specific
activities the committee is to review based on
t he c oneeds, riskstasd business
functions.

The following is a list of activities audit, risk
and improvement committee s and councils

should consider as partoftheco mmi t t eed s
a nrales Basethgnr o v e me n t apropriate and whether the internal

@uditd, o6ri sk?o
the requirements of section 428A of the Local
Government Act.

This is not an exhaustive list andaudit, risk and
improvement committee s and councils are
encouraged to carefull
business operations, service delivery, financial
management processes, internalaudit
function, external accountability requirements,
risk management framework, governance
arrangements and integrated planning and
reporting framework to maximise the advice
and assistance thecommittee can provide to
the council.

Audit

Internal audit
section 428A(2)(i)

Principle

Council has an effective internal audit function
and receives maximum value from its internal
audit activities.

Commi tteeds rol e

- Provide overall strategic oversight of
internal audit activities

- Act as a forum for communication
between the governing body, general
manager, senior management, the internal
audit function and external audit

- Coordinate as far asis practicable, the
work programs of internal audit and other
_assurance and review functions
. tA&visefthLé Be‘ﬁetra'l nQaHaf;e'r and governing
body of the council :

o whether the council is providing the
resources necessary to successfully
deliver the internal audit function

o if the council is complying with
internal audit requirements, including
compliance with the International
Professional Practices Framework

o i f the idesnalmudit dnadteris

audit policies and procedures and
audit/risk methodologies used by the
council are suitable

o of the strategic four -year plan and
annual work plan of internal audits to

consbeéeuntdkeetatemciblydos he

audit function

o i f ¢ ointermal aldd activities are
effective, including the performance of
the head of the internal audit function
and internal audit function

o of the findings and recommendations
of internal audits conducted, and
corrective actions needed to address
issues raised

o of the implementation by council of
these corrective actions
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0 on the appointment of the head of the
internal audit function and external
providers, and

o if the internal audit function is
structured appropriately and has
sufficient skills and expertise to meet
its responsibilities

External audit

Principle

Council receives maximum value from its
external audit activities.
rol e

Commi tteeds

- Act as a forum for communication
between the governing body, general
manager, senior management, the internal
audit function and external audit

- Coordinate as far asis practicable, the
work programs of internal audit and
external audit

- Provide input and feedback on the
financial statement and performance audit
coverage proposed by external audit and
provide feedback on the audit services
provided

- Review all external plans and reports in
respect of planned or completed audits
and monitor c o tatioo of |
audit recommendations

- Provide advice to the governing body
and/or general manager on action taken
on significant issues raised in relevant
external audit reports and better practice
guides

0s

Risk

Compliance framework
section 428A(2)(a)

Principle

Council has an effective compliance framework
that ensures it is complying with its legal
obligations and other governance and

Guidelines for Risk Management and Internal Audit for Local Government in NSW

contractual requirements when undertaking its
functions.

Committee s r ol e

Advise the general manager and governing
body of the council of the adequacy and
effectivenesscomdlianceh e
framework, including:

- if the council has appropriately considered
legal and compliance risks as part of the
council 06s

- how the council manages its compliance
with applicable laws, regulations, policies,
procedures, codes, and contractual
arrangements, and

- whether appropriate processes are in place
to assess compliance.

Risk management
section 428A(2)(b)

Principle

Council has an effective risk management
framework and internal controls that
successfully identify and manage the risks it
faces

rol e

Commi tteeds

Advise the general manager and governing
by bf B dncil:

Risk management framework

- whether the council is providing the
resources necessary to successfully
implement its risk management framework

- if the council has in place a current and
appropriate risk management framework
that is consistent with the Australian risk
management standard

- whether the council
framework is adequate and effective for
identifying and managing the risks the
council faces, including those associated
individual projects, programs and other
activities

- ifrisk management is integrated across all
levels of the council and across alll
processes, operations,services, decision
making, functions and reporting

0s
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- of the adequacy of risk reports and Commi tteeds rol e

documentation, for example, the council ds
risk register and risk profile Advise the general manager and governing

f th il of th
- whether a sound approach has been body of the council of the adequacy and

. S effectiveness of the counci
followed in developing risk management . . I
corruption prevention framework and activities,
plans . . . )
) o including whether the council has:
- whether appropriate policies and
procedures are in place for the
management and exercise of delegations
- if council has taken steps to embed a
culture that is committed t o ethical and
lawful behaviour
- if there is a positive risk culture within the
council and strong leadership that
supports effective risk management
- of the adequacy of staff training and

- afraud and corruption policy

- clearly defined responsibilities for
managing fraud and corruption

- risk-based preventative and detective
controls

- policies, systems and processes to respond
to, investigate and report suspected fraud
and corruption

- employee awareness/education measures

induction in risk management - robust third -party management systems

- how the comanagemerds r i sk - appropriate processes and systems in
approach impacts on the ®&ee ¥ €apturgand effectively investigate
insurance arrangements fraud-related information

- of the effectiveness of- degulaqrevew gffhe fraud and corruption
management of its assets, and control framework and reporting,

- of the effectiveness of business continuity - Implemented applicable guidance and
arrangements, including business other better practice measures by the
continuity plans, disaster recovery plans Indeper?dent Commission Against
and the periodic testing of these plans. Corruption.

Internal control framework
- if the internal controls in place are

Financial management

appropriate for the risk council faces framework
- whether staff are informed of their section 428A(2)d)

responsibilities and processes and

procedures to implement controls are Principle

complied with

- i f t he noooitarmgdnd révew of
controls, including policies and procedures,
is sufficient, and

- if internal and external audit
recommendations to correct internal

Council has an effective financial management
framework, sustainable financial position and
positive financial performance.

Commi tteeds rol e

control weaknessesare implemented Advise the general manager and governing
appropriately body of the council :
External accountability and financial reporting
. framework
Fraud and COYI’UptIOI’] - if council is complying with accounting
control framework standards and external accountability
section 428A(2)(c) requirements
- of the appropriateness of councils
Principle accounting policies and disclosures

- of the implications for council of the
finding s of external audits and
performance auditsandcoun c i | & s

Council has an effective fraud and corruption
control framework in place that minimises the
incidence of fraud and corruption.
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responsesand implementation of

recommendations
- whether

preparation procedures and timelines are

sound

- the accuracyofthecounci | &8s
financial statements prior to external audit,
including:

0 management
compliance/representations

0 significant accounting and reporting
issues

o the methods used by the council to
account for significant or unusual
transactions and areas of sgnificant
estimates or judgements

0 appropriate management signoff on
the statements

- if effective processesare in place to ensure

financial information included in the

council 6s report is

financial statements

Financial management framework
- i f t he fioanaahntanayetent
processes are adequate

- the adequacy of cash managementand
credit card use policies and procedures

- if there are adequate controls over
financial processes, for example:

0 appropriate authorisation and approval
of payments and transactions

adequate segregation of duties
timely reconciliation of accounts and
balances

o review of unusual and high value
purchases

Financial position and performance

- if policies and procedures for management
review and consideration of the financial
position and performance of the council
are adequate

Grants and tied funding policies and

procedures

- i f council ds
and procedures are sound.

grants

t hfieangabstaternent! 6 s

annu

Governance framework
section 428A(2)(e)

Principle

gquncil has an effective governance framework

to ensure it is appropriately directing and
controlling the management of the council .

Commi tteeds rol e

Advise the governing body and general

manager i f the counci

framework is sound, including the council &:

- decision-making processes

- implementation of governance policies
and procedures

- reporting lines and accountability

- assignment of key role and responsibilities

- committee structure

méelqa%erm(?nt o\\I/veIrsilgI"H resgqnsdbrqitgesa

- human resources and performance

management activities

- reporting and communication activities

- information and communications
technology (ICT) governance and

- management and governance of the use of
data, information and knowledge .

an dyody bréhd coling@ d 1 n g

Improvement

Strategic planning
section 428A(2)(f)

Principle

Council has an effective framework that
ensures it achieves its strategic plans and
objectives under the integrated planning and
reporting (IP&R) framework.

rol e

Commi tteeds

Advise the general manager and governing

- of the adequacy and effectiveness of the
council ds

- if appropriate reporting and monitoring
mechanisms are in place to measure
progress against objectives, and
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- whether the council is successfully
implementing and achieving its IP&R
objectives and strategies.

Service reviews and

business improvement
section 428A(2)(g) and s128A(3)

Principle

Council has an effective framework to ensure it
is delivering services and conducting its
business and functions to an expected
standard.

Committeeds rol e

- Act as a forum for communication and
monitoring of any audits conducted by
external bodies and the implementation of
corrective actions (for example, NSW
government agencies, Commonwealth
government agencies, insurance bodies)

- Advise the general manager and governing
body of the council:

o if council has robust systems to set
objectives and goalsto determine and
deliver appropriate levels of service to
the community and business
performance

o if appropriate reporting and
monitoring mechanisms are in place
to measure service deliveryto the
community and overall performance,

and
o how the council can improve its
service delivery

performance of its business and
functions generally

Performance data and

measurement
section 428A(2)(h)

Principle

Council 6s performance
framework ensures council can measureits
performance and if it is achieving its strategic
goals.

Commi tteeds rol e

Advise the general manager and governing

body of the council:

- if council has a robust system to determine
appropriate performance indicators to
measure the achievement of its strategic
objectives

- the performance indicators council uses
are effective, and

- of the adequacy of performance data
collection and reporting.

the council 06s

management
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audit, risk and improvement
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Model Terms of Reference for local government
audit, risk and improvement committee s

[Council/joint organisation | has establishedan audit, risk and improvement committee in compliance
with section 428A of the Local Government Act 1993and clauses(#tbc) of the Local Government
(General) Regulation2005 These terms of r ef er eohjecteressasthorityy u t
composition and tenure, roles and responsibilities, reporting and administrative arrangements.

Obijective

The objective of [ cou h ¢ bl @ & o r ]caadi, risk and imgrovément committee is to provide
independent assurance to [council/joint organisation ] by monitoring, reviewing and providing advice
aboutthe [ counci | 6 s/ | oigovernance pracessescampliance,@isk inanagement and
control frameworks, external accountability obligations and overall performance.

Ind ependence

The Committee is to be independent to ensure it has no real or perceived bias or conflicts of interest
that may interfere with its ability to act independently and provide [council/joint organisation] with
robust, objective and unbiased advice and assurance.

The Committee is to provide an advisory and assurance role only and is to have no administrative
function, delegated financial responsibility or any management functions of the [council/joint
organisation]. The Committee will provide independent advice to the [council/joint organisation] that
is informed by the [c o u n/cji d iI6rst o r gnéemal auditt andarisk danagement activities and
information and advice provided by [council staff/joint organisation ], relevant external bodies and
subject matter experts.

The Committee must at all times ensure it maintains a direct reporting line to and from the

[ counci | 6s/ | oiintetnal audigfunctionsarzdtacdt as ia Mechanism for internal audit to
report to the [governing body/board] and [general manager/executive officer] on matters affecting the
performance of the internal audit function.

Authority

[Council/joint organisation | authorises the Committee, for the purposes of exercising its role and
responsibilities, to:

- accessany information it needs from the [council/joint organisation]

- use any[council/joint organisation] resources it needs

- have direct and unrestricted access to the[general manager/executive officer] and senior
management of the [council/joint organisation]

- seekthel[gener al mexeget 09y permissionh to meetwithsahy other [council/joint
organisation] staff member or contractor

- discuss any matters with the externalauditor or other external parties
- request the attendance of any employee at committee meetings, and

- obtain external legal or other professional advice. [Detail any prior approval needed or pre-
determined budget for co sts].
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Information and documents pertaining to the Committee are confidential and are not to be made
publicly available. The Committee may only release[council/joint organisation] information to external
parties that are assisting the Committee to fulfil its responsibilities with the approval of the [general
manager/executive officer], except where it is being provided to an external investigative or oversight
agency for the purpose of informing that agency of a matter that may warrant its attention. [change if
documentation is to be made available to the public]

Composition and tenure

The Committee consists of [tier 1 & one independent prequalified voting Chair, two independent
voting members and one non-voting councillor/board member] [tier 2 & one independent prequalified
voting Chair, one independent prequalified voting member, one independent voting member and one
non-voting councillor/board member] [tier 3 & one independent prequalified voting Chair, two
independent prequalified voting members and one non -voting councillor member/board member], in
accordance with the Guidelines fa risk management and internal audit in local councils in NSW

[If applicable - council/joint organisation has been granted an exemption by the Secretary of the

Department of Planning, Industry and Environment from the requirement that the Chair of the

Commi ttee be prequalified Audidne RiskiConenittéeIndepghderte r n me nt 6 s
Chairs and MembersPrequalification Scheme]

The [governing body /board] is to appoint the Chair and members of the Committee. The Chair is
counted as one member of the Committee. Current committee members are:

[name] Independent chair (voting)

[name] Independent member (voting)

[name] Independent member (voting)

[name] [Councillor/board] member (non-voting) (if

applicable) [cannot be the mayor]

All committee members are to meet the independence and eligibility criteria prescribed in the
Guidelines for risk management and internalaudit in local councils in NSW

Members will be appointed for a four -year period. Members can be reappointed for a further term, but
the total period of continuous membership cannot exceed eight years. This includes any term as Chair
of the Committee. Members who have served an eight-year term (either as member or Chair) must
have a two-year break from serving on the Committee before being appointed again. To preserve the
Commi tteeds kawouociwbire agaasatiorf], ideally, no more than one member should
leave the Committee because of rotation on any one year.

Specific member terms and conditions are to be disclosed in a letter of appointment. New members
will be thoroughly inducted to their role and receive relevant information and briefings on their
appointment to assist them to meet their committee responsibilities.

Prior to approving the reappointment or extension of the Charder an i ndependent membe
the [governing body/board] i s t o undertake an assessment of the Ch
performance. Reappointment of the Chair and members is also to be subject to the individual still

meeting independence and eligibility requirements.
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Members of the Committee are to possess and maintain a broad range of skills, knowledge and

experience relevant to the operations, governance and financial management of [council/joint

organisation], the environment in which [council/joint organisation] operates, and the contribution that

the Committee makes to the [council/joint organisation]. At least one member of the Committe e must

have accounting or related financial management experience with an understanding of accounting and

auditing standards in a local government environment. All members should have sufficient

understanding of the [c 0 u n/pintlod sg a n i s fadnciabrepdriny responsibilities to be able to
contribute to the Commil[tdceuendcsi |ctosn/sji adianntaltfmaocah oifs a thieo n
statements.

[Add any relevant details about shared arrangements, if applicable].

Role

In accordance with section 428A of the Local Government Act 1993the role of the Committee is to
review and provide independent advice to the [council/joint organisation] regarding the following
aspectsofthe[c ou n/cji d i6rst o r Jpoperafiossat i ond s

- compliance

- risk management

- fraud control

- financial management

- governance

- implementation of the strategic plan, delivery program and strategies

- service reviews

- collection of performance measurement data by the [council/joint organisation], and
- internal audit.

The Committee must also provide information to the [council/joint organisation] for the purpose of
improving [c oun/cji d idrst o r performaneetofiitofunétienk.

The Commi t t ewib ssk ang imprdvdmient responsibilities under section 428A are outlined
in Schedule 1 to this charter.

The Committee will act as a forumforthe[ counci | & s/ j o iimetnal audigfunctionsardt i on 6 s |
oversee its planning, monitoring and reporting to ensure it operates effectively.

The Committee will have no power of direction over external audit or the manner in which the external
audit is planned or undertaken but will act as a forum for the consideration of external audit findings.

The Committee is directly responsible and accountable to the [governing body of the council /board of
the joint organisation] for the exercise of its responsibilities. In carrying out its responsibilities, the
Committee must at all times recognise that primary responsibility for management of the [council/joint
organisation] rests with the [governing body /board] and [general manager/executive officer].

The responsibilities of the Committee may be revised or expanded in consultation with, or as
requested by, the [governing body of the council /board of the joint organisation] from time to time.
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Responsibilities of members

Independent members

The Chair and members of the Committee are expected to understand and observe the requirements
of the Guidelines for risk management and internalaudit for local governmentin NSW. Members are
also expected to:

- make themselves available as required to attend and participate in meetings

- contribute the time needed to review and understand information provided to it

- apply good analytical skills, objectivity and judgement

- actin the best interests of the [council/joint organisation]

- have the personal courage to raise and deal with tough issues, express opinions frankly, ask
guestions that go to the fundamental core of the issue and pursue independent lines of inquiry

- maintain effective working relationships with the [council/joint organisation]

- have strong leadership qualities (Chair)

- lead effective committee meetings (Chair), and

- overseethe[ counci | 6s/ | oiimetnal audigfunction{Chair). o n 6 s |

[Councillor /board] members (if applicable)

To preserve the independence of the Committee, the [councillor /board] member of the Committee is a
non-voting member. Their role is to:
- relay to the Committee any concerns the [governing body /board] may have regarding the
[council/joint organisation] and issues being considered by the Committee
- provide insights into local issues and the strategic priorities of the [council/joint organisation ] that
would add value to the Committeefs consideration o
- advise the [governing body /board] (as necessary) of the work of the Committee and any issues
arising from it, and
- assist the[governing body /board] to review the performance of the Committee.

Issues or information the councillor member raises with or provide s to the Committee must relate to
the matters listed in Schedule 1 and issues being considered ty the Committee.

The [councillor/board] member of the Committee must conduct themselves in a non-partisan and
professional manner. The [councillor/board] member of the Committee must not engage in any
conduct that seeks to politicise the activities of the Committee or the internal audit function or that
could be seen to do so.

If the [councillor/board] member of the Committee engage s in such conduct or in any other conduct
that may bring the Committee and its work into disrepute, the Chair of the Committee may
recommend to the [council/joint organisation ], that the [councillor/board] member be removed from
membership of the Committee. Where the [council/joint organisation ] does not agree to the
Committee Chai r 6 s r e c othmerfceumdl/ @intiorgamisation ] must give reasons for its decision
in writing to the Chair.

Conduct

Independent committee members are required to comply withthe [ counci | ds/ j oicode or gan
of conduct and be held to the same ethical, behavioural and conduct standards as officials of the
council.
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Complaints or breachesof[ counci | 6 s/ j o icode of condgchhy iarsirrdépendentd s |

committee member are to be dealt with in accordance with the Procedures for the Administration of the

Model Code of Conduct for Local Councils in NSWThe[general manager/executive officer] must

consult with the [governing body /board] before taking any disciplinary action against an independent

committee member in response to a breach ofthe [ counci | 6 s/ j oiCodeof@€onduatni sat i on

Prequalified Committee members are also required to comply with the code of conduct governing the
NSW Go v e r AuditandtRisls Committee Independent Chairs and MemberBrequalification
Scheme

Conflicts of interest

Once a year,Committee members will provide written declarations to the [council/joint organisation]

stating that they do not have any conflicts of interest that would preclude them from being members

of the Committee. Independentco mmi t t ee me mber s a rnedand mustalsoromplete d per s
and submit returns of interest.

Committee members and observers must declare any pecuniary or non-pecuniary conflicts of interest
that may have at the start of each meeting, before discussion of the relevant agenda item or issue, and
when the issue arises. Where committee members and observers are deemed to have gecuniary or a
significant non-pecuniary conflict of interest, they are to remove themselves from Committee
deliberations on the issue. Details of any conflicts of interest should also be appropriately minuted.

Standards

Committee members are to conduct their work in accordance with the International Standards for the
Professional Practice of Internal Auditing issued by the Institute of Internal Auditors and [current
Australian risk management standard|, where applicable.

Workplans

The work of the Commiittee is to be thoroughly planned and executed to ensure that all [council/ joint
organisation] activities and function s are reviewed. The Committee must develop a strategic plan every
four years to ensure that all matters listed in Schedule 1 are reviewed by the Committee and the
internal audit function over each [council/joint organisation ] term. The strategic plan must be reviewed
at least annually to ensure it remains appropriate.

The Committee may, in consultation withthe [ counci | &8s/ j o i[goterniogrbgds/boardlat i on 6 s |
vary the strategic work plan at any time to address new or emerging risks. The[governing body /board)]

of the [council/joint organisation ] may also, by resolution, request the Committee to approve a

variation to the strategic work plan. However, any decision to vary the strategic work plan must be

made by the Committee.

The Committee must also develop an annual workplan to guide its work, and the work of the [name of
internal audit function], over the forward year.

The Committee may, in consultation withthe [ counci | d s/ j o igaverning baghavairytheat i on 6 s ]
annual work plan to address new or emerging risks. The[governing body /board] of the [council/joint

organisation] may also, by resolution, request the Committee to approve a variation to the annual

work plan. However, any decision to vary the annual work plan must be made by the Committee.

When considering whether to vary the strategic or annual work plans, the Committee must consider

the i mpact of the variation on the internal audit f
pre-existing priorities and activities identified under the workplan.
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Assurance reporting

The Committee must regularly report to the [council/joint organisation] to ensure that the
[council/joint organisation] is kept informed of matters considered by the Committee and any
emerging issues that may influence the strategic direction of the [council/joint organisati on] or the
achievementofthe[ counci | 6 s/ j oigoatsand objeetives.s at i ond s ]

The Committee will provide an update to the [governing body /board] and [general manager/executive
officer] of its activities and opinions after every Committee meeting.

The Committee will provide an annual assessment to the [governing body /board] and [general
manager/executive officerff each year on the Committ eedcsunaljointk and it
organisation] is performing.

The Committee will provide a comprehensive assessment every council term of all the matters listed in
Schedule 1 to the [governing body /board] and [general manager/executive officer].

The Committee may at any time report to the [governing body /board] or [general manager/executive
officer] on any other matter it deems of sufficient importance to warrant their attention . The Mayor
and Chair of the Committee may also meet at any time to discuss issues relating to the work of the
Committee.

Should the [governing body /board] require additional information, a request for the information may
be made to the Chair by resolution. The Chair may only provide the information requested by the
[governing body /board] where the Chair is satisfied that it is reasonabl necessary for the[governing
body/board] to receive the information for the purposes of performing its functions under the Local
Government Act. Individual [councillors/board members] are not entitled to request or receive
information from the Committee.

Administrative arrangements

Meetings

The Committee will meet at least [number] times per year, [including a special meeting to review the
[council 6s/joint organj.sationds financi al statement s

The Committee can hold additional meetings when significant unexpected issues arise, or if the Chair is
asked to hold an additional meeting by a committee member, the [general manager/executive officer]
or the [governing body /board] .

Committee meetings can be held in person, by telephone or videoconference. Proxies are not
permitted if a member is unable to attend a meeting.

A quorum will consist of a majority of independent voting members. Where the vote is tied, the Chair
has the casting vote.

The Chair of the Committee will decide the agenda for each committee meeting. Each committee
meeting is to be minuted to preserve a record of the issues considered and the actions and decisions
taken by the Committee.

The [general manager/executive officer] and [head of the internal audit function] are to attend

committee meetings as non-voting observers. The externalauditor (or their representative) is to be
invited to each committee meeting as an independent observer. The Chair can request the
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[council 6s/joint organisationds] [ Chief Finance

or equivalent], [senior managers or equivalent], any [councillors/board members], any
employee/contractor of the council and any subject matter expert to attend committee meetings.
These individuals must attend and provide any information requested, where possible. Observers have
no voting rights and can be excluded from a meeting by the Chair at any time.

The Committee can hold closed meetings whenever it needs to discuss confidential or sensitive issues
with only voting members of the committee present.

The Committee must meet separately with both the [name of internal audit function] and the
[ counci | 6s/ | oiexrtgrnal@auditornatleast anice periyears |

Dispute resolution

Members of the Committee and the [councild/®int organisation 6]snanagement should maintain an
effective working relationship and seek to resolve any differences they may have in an amicable and
professional way via discussion and negotiation.

In the event of a disagreement between the Committee and the [general manager/executive officer] or
other senior managers, the dispute is to be resolved by the [governing body of the council /board of
the joint organisation] .

Unresolved disputes regarding compliance with statutory or other requirements are to be referred to
the Secretary of the Department of Planning, Industry and Environment in writing.

Secretariat

The [general manager/executive officer] will appoint a [council/joint organisation] employee/s to
provide secretariat support to the Committee. The secretariat will ensure the agenda for each meeting
and supporting papers are circulated after approval from the Chair at least [number] weeks before the
meeting and ensure that minutes of meetings are prepared and maintained. Minutes must be
approved by the Chair and circulated within [agreed timeframe] of the meeting to each member .

Resignation and dismissal of members

Where the Chair or a Committee member is unable to complete their term, or does not intend to seek
reappointment after the expiry of their term, they should give [agreed timeframe] notice to the Chair
and [governing body /board] prior to their resignation t o enable the [council/joint organisation] to
ensure a smooth transition to a new committee member.

The [governing body /board] can terminate via resolution the engagement of any Chair or independent
committee member before the expiry of their term where the individual has:

1 breached the conditions of, or become ineligible underthe NS W Go v e r AuditandtRisls
Committee Independent Chairs and Member®requalification Scheme

breached the council ds Code of Conduct
performed unsatisfactorily or not to expectations

been declared bankrupt or found to be insolvent

experienced an adverse change in business status

been proven to be in a serious breach of their obligations under any legislation, or
declared, or is found to be in, a position of a conflict of interest which is unresolvable.

=A =4 =4 4 -4

The position of a [councillor/board] member on the Committee can be terminated at any time by the
[governing body /board] via resolution.

Guidelines for Risk Management and Internal Audit for Local Government in NSW 89

Oof f i



Review arrangements

At least once every council term the [governing body /board] must conduct an external review of the
effectiveness of the Committee.

These terms of reference are to be reviewed annually by the Committee and once each council term by
the [governing body /board] . Any substantive changes areto be approved by the [governing
body/board] .

Further information

For further informationon [ cou h ¢ ol @ ¢ o r Jogpadit, risk antd improvément committee
contact [name] on [email address] or by phone [phone number].

Reviewed by Chair of the audit, risk and improvement committee
[signed]
[date]

Reviewed by[council/joint organisation] or in accordance with a resolution of the governing body
[signed]

[date]

[resolution reference]

Next review date: [date]
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Schedule 1 6 Audit, risk and improvement committee
responsibilities

[Note: each council/joint organisation is to determine the responsibilities of its Committee related to each
matter listed in section428A of the Local Government Act 1993 and listhem in Schedule 1 to the
Commi tteeds t eS$ugygested fesponsilfilittes axenprovdded below and further detailed in
core requirement 1and Appendix 2of these Guidelines.]

Audit

Internal audit

- Provide overall strategic oversight of internal audit activities

- Act as a forum for communication between the [governing body /board], [general
managetr/executive officer], senior management, the internal audit function and external audit

- Coordinate, as far as ispracticable, the work programs of internal audit and other assurance and
review functions

- Review and alvise the [council/joint organisation] :

0 on whether the [council/joint organisation] is providing the resources necessary to successfully
deliver the inter nal audit function

o if the [council/joint organisation] is complying with internal audit requirements, including
conformance with the International Professional Practices Framework

o if the [councild/mint organisation 6]dnternal Audit Charter is appropriate and whether the
internal audit policies and procedures and audit/risk methodologies used by the [council/joint
organisation] are suitable

o of the strategic four -year plan and annual work plan of internal audits to be undertaken by the
[councilé/mint organisation 6]dnternal audit function

o if [councild/mint organisation 6]dnternal audit activities are effective, including the
performance of the head of the internal audit function and internal audit function

o of the findings and recommendations of internal audits conducted, and corrective actions
needed to address issues raised

of the implementation by [council/joint organisation] of these corrective actions
on the appointment of the head of the internal audit function and external providers, and

if the internal audit function is structured appropriately and has sufficient skills and expertise
to meet its responsibilities

External audit

- Act as a forum for communication between the [governing body /board], [general
manager/executive officer], senior management, the internal audit function and external audit

- Coordinate as far as is practicable the work programs of internal audit and external audit

- Provide input and feedback on the financial statement and performance audit coverage proposed
by external audit and provide feedback on the audit services provided

- Review all external plans and repats in respect of planned or completed audits and monitor
council 6s | mpaldd meommeadatiomsn o f

- Provide advice to the [governing body /board] and/or [general manager/executive officer] on
action taken on significant issues raised in relevant externalaudit reports and better practice
guides
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Risk
Risk management

Review and alvise the [council/joint organisation] :

- ifthe[ counci | &8s/ j oihastn place g ecumentarw appropnidtesrisk management
framework that is consistent with the Australian risk management standard

- whether the [council/joint organisation] is providing the resources necessary to successfully
implement its risk management framework

- whetherthe[ counci | 6s/ j o iriskimanagementfraneworkiis@adeduaté and effective
for identifying and managing the risks the [council/joint organi sation] faces, including those
associated individual projects, programs and other activities
- if risk management is integrated across all levels of the [council/joint organisation] and across all
processes, operations, services, decisiofmaking, functions and reporting
- of the adequacy of risk reports and documentation, for example,the [ counci | 6s/ j oi nt or ¢
risk register and risk profile
- whether a sound approach has been followed in developing risk management plans for major
projects or undertakings

- whether appropriate policies and procedures are in place for the management and exercise of
delegations

- if [council/joint organisation] has taken steps to embed a culture which is committed to ethical and
lawful behaviour

- if there is a positive risk culture within the [council/joint organisation] and strong leadership that
supports effective risk management

- of the adequacy of staff training and induction in risk management

- howthe[ counci | &8s/ | oiriskimanagementrapprach imgactsioathe[ counci | ds/ j ol
oOr g ani siasturancerafangements

- of the effectivenessof[ counci | 8ds/ | oimadagementohits assets,tando n 6 s |

- of the effectiveness of business continuity arrangements, including business continuity plans,
disaster recovery plans and the periodic testing of these plans.

Internal control s

Review and advise the[council/joint organisation] :

- whether[ counci | &8s/ | oiapproach to maintainisgan effectivéistdrnal audit
framework, including over external parties such as contractors and advisors, is sound and effective

- whether [council/joint organisation] has in place relevant policies and procedures and that these
are periodically reviewed and updated

- whether appropriate pol icies and procedures are in place for the management and exercise of
delegations

- whether staff are informed of their responsibilities and processes and procedures to implement
controls are complied with

- ifthe[ counci | &8s/ ] oimonitoring agdrevieves of dontrolsnisisafficient, and
- if internal and external audit recommendations to correct internal control weaknesses are
implemented appropriately
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Compliance

Review and advise the[council/joint organisation] of the adequacy and effectiveness of the

[coun/cji didrst o r gcempliateaftamework including:

- if the [council/joint organisation] has appropriately considered legal and compliance risks as part
of the [councild/int organisation 6]gisk management framework

- how the [council/joint organisation] manages its compliance with applicable laws, regulations,
policies, procedures, codes, and catractual arrangements, and

- whether appropriate processes are in place to assess compliance.

Fraud and corruption

Review and advise the[council/joint organisation] of the adequacy and effectiveness of the
[coun/cji didrst o r draud and eotruptiompdegention framework and activities , including
whether the [council/joint organisation] has appropriate processes and systems in place to capture and
effectively investigate fraud-related information.

Financial management

Review and alvise the [council/joint organisation] :

- if [council/joint organisation] is complying with accounting standards and external accountability
requirements

- of the appropriateness of [council&/mint organisation 6]s@accounting policies and disclosures

- of the implications for [council/joint organisation] of the finding s of external audits and
performance audits and [councild/@int organisation d]gesponses and implementation of
recommendations

- whether the [councild/mint organisation d]dinancial statement preparation procedures and
timelines are sound

- the accuracy of the [councild/®int organisation 6]snnual financial statements prior to external
audit, including:
0 management compliance/representations
0 significant accounting and reporting issues

o the methods used by the [council/joint organisation] to account for significant or unusual
transactions and areas of significant estimates or judgements

0 appropriate management signoff on the statements

- if effective processes are in place to ensure financidinformation included in the [councilé/®int
organisationd]geport is consistent with signed financial statements

- if the [councild/mint organisation &]dinancial management processes are adequate
- the adequacy of cash management policies and procedures

- if there are adequate controls over financial processes, for example:

appropriate authorisation and approval of payments and transactions

adequate segregation of duties

timely reconciliation of accounts and balances

O O O O

review of unusual and high value purchases

- if policies and procedures for management review and consideration of the financial position and
performance of the [council/joint organisation] are adequate

- if [council®/mint organisation d]grants and tied funding policies and procedures are sound.
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Governance

Review and alvise the [council/joint organisation] regarding its governance framework, including the
[council® j oi nt organisationos]|

decision-making processes

implementation of governance policies and procedures

reporting lines and accountability

assignment of key role and responsibilities

committee structure

management oversight responsibilities

human resources and performance management activities

reporting and communication activities

information and communications technology (ICT) governance, and
management and governance of the use of data, information and knowledge

Improvement

Strategic planning

Review and alvise the [council/joint organisation] :

of the adequacy and effectiveness of the [councild/mint organisation 6]4P&R processes

if appropriate reporting and monitoring mechanisms are in place to measure progress against
objectives, and

whether the [council/joint organisation] is successfully implementing and achieving its IP&R
objectives and strategies.

Service reviews and business improvement

Act as a forum for communication and monitoring of any audits conducted by external bodies and
the implementation of corrective actions (for example, NSW government agencies,
Commonwealth government agencies, insurance bodies)

Review and alvise the [council/joint organisation] :
o if [council/joint organisation] has robust systems to set objectives and goals to determine and
deliver appropriate levels of service to the community and business performance
o if appropriate reporting and monitoring mechanisms are in place to measure service delivery
to the community and overall performance, and
o how the [council/joint organisation] can improve its service delivery and the [council6/mint
organisationd]gperformance of its business and functions generally

Performance data and measurement

Review and alvise the [council/joint organisation] :

if [council/joint organisation] has a robust system to determine appropriate performance
indicators to measure the achievement of its strategic objectives

if the performance indicators [council/joint organisation] uses are effective, and
of the adequacy of performance data collection and reporting.
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Council categories



Tier 1

General purpose councils

Definition :

X

Local government area is in a remote
location with a population of <20,000
persons

Local government area is predominantly
rural or agricultural in nature with low
population growth.

Balranald Shire Council
Bellingen Shire Council
Berrigan Shire Council
Bland Shire Council

Blayney Shire Council
Bogan Shire Council
Bourke Shire Council
Brewarrina Shire Council
Cabonne Council
Carrathool Shire Council
Central Darling Shire Council
Cobar Shire Council
Coolamon Shire Council
Coonamble Shire Council
Cootamundra-Gundagai Regional Council
Cowra Shire Council
Dungog Shire Council
Edward RiverCouncil
Federation Council

Forbes Shire Council
Gilgandra Shire Council
Glen Innes SevernCouncil
Greater Hume Shire Council
Gunnedah Shire Council
Gwydir Shire Council

Hay Shire Council

Hilltops Council

Inverell Shire Council

Junee Shire Council

Kyogle Council

Lachlan Shire Council
Leeton Shire Council
Liverpool Plains Shire Council
Lockhart Shire Council
Moree Plains Shire Council
Murray River Council
Murrumbidgee Council
Muswellbrook Shire Council
Nambucca Valley Council
Narrabri Shire Council

Narrandera Shire Council
Narromine Shire Council
Oberon Council
ParkesShire Council

Snowy ValleysCouncil
Temora Shire Council
Tenterfield Shire Council
Upper Hunter Shire Council
Upper Lachlan Shire Council
Uralla Shire Council

Walcha Council

Walgett Shire Council
Warren Shire Council
Warrumbungle Shire Council
Weddin Shire Council
Wentworth Shire Council
YassValley Council

County councils

Definition :

X

County council is small in size and has
low er operating revenue and expenses
compared to other county councils

Castlereagh-Macquarie County Council
Central Tablelands Water County Council
Hawkesbury River County Council

New England Tablelands (Noxious Plants)
County Council

Upper Hunter Council Council

Upper Macquarie County Council

Joint organisations

Definition :

X

All joint organisations

CanberraRegion Joint Organisation
Central NSW Councis Joint Organisation
Far North Coast Joint Organisation

Far South West Joint Organisation
Hunter Joint Organisation of Councils
lllawarra Shoalhaven Joint Organisation
Mid North Coast Joint Organisation
Namoi Joint Organisation

New England Joint Organisation
Northern Rivers Joint Organisation
Riverina and Murray Joint Organisation
Riverina Joint Organisation
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Tier 2

General purpose councils

Definition :

X

Local government area is part of a
regional urban centre that has a
population <1,000,000 persons

Local government area has a population
of <20,000 persons or a population
density of >30 persons/km 2and is
predominantly urban in nature

Albury City Council

Armidale Regional Council
Ballina Shire Council

Bathurst Regional Council
BegaValley Shire Council
Broken Hill City Council

Byron Shire Council
CessnockCity Council

Clarence ValleyCouncil

Coffs Harbour City Council
Dubbo Regional Council
Eurobodalla Shire Council
Goulburn Mulwaree Council
Griffith City Council

Kempsey Shire Council

The Council of the Municipality of Kiama
Lismore City Councll

City of Lithgow Council

Maitland City Council
Mid-Coast Council

Mid -Western Regional Council
Orange City Council

Port Macquarie-Hastings Council
Port Stephens Council
QueanbeyanPalerang Regional Council
Richmond Valley Council
Shellharbour City Council
Shoalhaven City Council
Singleton Council

Snowy Monaro Regional Council
Tamworth Regional Council
Tweed Shire Council

Wagga Wagga City Council
Wingecarribee Shire Council

County councils

Definition :

X

County Council provides essential utility
services to the regional area and has
higher revenue and operating expenses
compared to other county councils

Goldenfields Water County Council
Riverina Water County Council
Rous County Council

Tier 3

General purpose councils

Definition :

X

Local government area is parto f, or on
the fringe of, an urban centre that has a
population >1,000,000 persons and

population density of 600 persons/km 2

Local government area has a population
of > 20,000 persons or population
density of >30 persons/km 2 or 90% of
LGA population is urban

Bayside Council

Blacktown City Council

Blue Mountains City Council
Burwood Council

City of Canada BayCouncil
Camden Councll
Campbelltown City Council
Canterbury-Bankstown Council
Central Coast Council
Cumberland Council

Fairfield City Council

Georges RiverCouncil
Hawkesbury City Council

The Hills Shire Council

The Council of the Shire of Hornsby
The Council of the Municipality of Hunters
Hill

Inner West Council

Ku-ring-gai Council

Lake Macquarie City Council
Lane CoveMunicipal Council
Liverpool City Council
Mosman Municipal Council
Newcastle City Council
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Northern Beaches Council
North Sydney Council
Council of the City of Parramatta
Penrith City Council
Randwick City Council
Council of the City of Ryde
Strathfield Municipal Council
Sutherland Shire Council
Council of the City of Sydney
Waverley Council
Willoughby City Council
Wollondilly Shire Council
Wollongong City Council
Woollahra Municipal Council
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Example risk management policy



Example risk management policy

Purpose

The purpose of this policy istoexpress| cou h ¢ bl @ ¢ o r Jocammitngent to i inplerenting
organisation-wide risk management principles, systems and processes that ensurghe consistent,
efficient and effective assessment ofriskinall couh g bl @$§ o r |gplamingsdedisiore n 6 s
making and operational processes.

Risk management framewo rk

[Council/joint organisation | provides critical services and infrastructure to the residents, ratepayers and
visitors to [area]. [Council/joint organisation ] also has service agreements and contractual obligations
with government and non -government agencies and organisations and has its own strategic goals and
objectives that it seeks to achieve on behalf of the [area] community.

It is therefore incumbent on [council/joint organisation ] to understand the internal and external risks
that may impact the delivery of these services, contracts andstrategic objectives and have processes in
place to identify, mitigate, manage and monitor those risks to ensure the best outcome for

[council/joint organisation] , staff and the community. It is also our responsibility to ensure the efficient,
effective and ethical use of resources and services by ratepayers, residents, staff and visitors.

[Council/joint organisation | has developed a risk management framework consistent with [Australian
standard] to assistit to identify, treat, monitor and review all risks to its operations and strategic
objectives and apply appropriate internal controls.

[Council/joint organisation ] is committed to the principles, framework and process of managing risk as
outlined in [Australian standard] and commits to fully integrating r isk management within the
[council/joint organisation] and applying it to all decision-making, functions, services and activities of
the [council/joint organisation] in accordance with our statutory requirements.

Responsibilities

[Council/joint organisation | aims to create a positive risk management culture where risk management
is integrated into all everyday activities and managing risks is an integral part of governance, good
management practice and decision-making at [council/joint organisation ]. It is the responsibility of
every staff member and business area to observe and implement this policy and[c o u n/pintl & s
organis a t i sk Mamdgement framework.

All staff are responsible for identifying and managing risk within their work areas. Key responsibilities
include:

- being familiar with, and understanding, the principles of risk management

- complying with all policies, procedures and practices relating to risk management

- alerting management to risks that exist within their area, and

- performing any risk management activities assigned to them as part of their daily role.
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Risk management is a core responsibility for all senior stafffmanagement at [council/organisation]. In

addition to the ir responsibilities as staff members, senior staff/fmanagement are responsible for:

- ensuring all staff manage their risks within their own work areas. Risks should beanticipated, and
reasonable protective measures taken

- encouraging openness and honesty in the reporting and escalation of risks

- ensuring all staff have the appropriate capability to perform their risk management roles

- reporting to the [general manager/executive officer] on the status of risks and controls, and

- identifying and communicating improvementsin [co u n d ij lod st o r giskmanagermento n 6 s |
practicesto[co u n dij loG@ snt o r giskmanagerhentdunclion.]

[ Courgioli Mg o r ]giskmanagermentdundiion is available to support staff in undertaking
their risk management activities.

To ensure[council/joint orga nisation] is effectively managing its risk and complying with its statutory
obligations, [co u n d ij oG sn t o r ]Jopadit, risk and improvément committee and internal audit
function is responsible for reviewing the [c 0 u n/pintloGdsgani s:at i onds]

- risk management processes and procedures

- risk management strategies for major projects or undertakings
- control environment and insurance arrangements

- business continuity planning arrangements, and

- fraud control plan.

Monitoring and Review

[Council/joint organisation ] is committed to continually improving its ability to manage risk.
[Council/joint organisation ] will review this policy and its risk management framework at least annually
to ensure it continues to meet the requirements of the Local Government Act 1993Local Government
(General) Regulation 2005and the[c o u n/cji d i6Brst o r gemuiremerts. i ond s |

Further information

For further informationon [ cou h ¢ bl @ ¢ o r ]giskmanagementpaoliéy,sframework and
process, contact[name] on [email address]or by phone [phone number].

[signed & General Manager Executive officel
[name]

[date]

[review date]
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Model Internal Audit Charter for local councils
iIn NSW

[Council/joint organisation | has established the [name of internal audit function] as a key component
ofthe[ counci | 6 s/ | oigavernance and assurarece frameworland in compliance with the
Guidelines for risk management and internalaudit in local councils in NSW This Charter provides the
framework for the conduct of the [name of internal audit function] in [council/joint organisation] and
has been approved by the [governing body /board] taking into account the advice of the

[ counci | 6s/ | o iaudit, riskand improverent commities .|

Purpose of internal audit

Internal audit is an independent, objective assurance and consulting activity designed to add value and
improvealcoun/cji didrst o r gpperafiossaltthelps a [Gosircil/joint organisation ] accomplish
its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness
of risk management, control and governance processes.

Internal audit provides an independent and objective review and advisory service to provide advice to
the [governing body /board], [general manager/executive officer] and audit, risk and improvement
committee aboutthe [ counci | 6 s/ | o igavernance pracesses risk maonagetnent and
control frameworks and its external accountability obligations . It also assiss the [council/joint
organisation] to improve its business performance.

Independence

[ Counci | 6s/ | oi[mme obinterrelraudd frictior is to 96 independent of the
[council/joint organisation] so it can provide an unbiased assessmentofthefcounci | ds/ j oi nt
or gani saperatians andrisk and control activities.

[Name of internal audit function] reports functionallytothe [ counci | ds/ j oiauditriskr gani s a
and improvement committee on the results of completed audits, and for strategic direction and

accountability purposes, and reports administratively to the [general manager/executive officer] to

facilitate day-to-day operations. Internal audit activities are not subject to direction by the

[council/joint organisation] andthe[ counci | 6 s/ | o imanagemenphasmo relaihtheo n 6 s |
exerciseofthe[ counci | 6 s/ | o iintetnal audigastivites at i on d s |

The audit, risk and improvement committee is responsible for communicating any internal audit issues
or information to the [governing body /board] . Should the [governing body /board] require additional
information, a request for the information may be made to the Chair by resolution. The Chair may only
provide the information requested by the [governing body /board] where the Chair is satisfied thatit is
reasonably necessary for the[governing body/board] to receive the information for the purposes of
performing its functions under the Local Government Act. Individual [councillors/board members] are
not entitled to request or receive information from the committee.

2 As defined by the International Standards for the Professional Practice of Internal Auditing (2017)
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[Detail any delegations made by the general manager/executive officer regarding their internal audit
responsibilities].

The [general manager/executive officer] must consult with the Chairofthe [ counci | 8ds/j oi nt
or g ani sauditjriskrarid snjprovement committee before appointing or changing the

employment conditions of the [head of internal audit function]. Where dismissal occurs, the[general
manager/executive officer] must report to the [governing body /board] advising of the reasons why the

[head of internal audit function] was dismissed.

Where the chairofthe[ counci | 8 s/ j o iauadit, risk and improvenent committee has any
concerns about the treatment of the [head of internal audit function], or any action taken that may
compromise the [head of internal audit f u n c t abilityté undertake their functions independently,
they can report their concerns to the [governing body /board] .

The [head of internal audit function] is to confirm at least annually to the audit, risk and improvement
committee the independence of internal audit activities from the [council/joint organisation].

Authority

[Council/joint organisation ] authorises the [name of internal audit function] to have full, free and
unrestricted access to all functions, premises, assets, personnel, records and other documentation and
information that the [head of the internal audit function] considers necessary to enable the[name of
the internal audit function] to fulfil its responsibilities.

All records, documentation and information accessed while undertaking internal audit activities are to
be used solely for the conduct of these activities. The[head of internal audit function] and individual
internal audit staff are responsible and accountable for maintaining the confidentiality of the
information they receive during their work.

All internal audit documentation is to remain the property of [council/joint organisation], including
where internal audit services are performed by an external third-party provider.

Information and documents pertaining to the [name of the internal audit function] are not to be made
publicly available. The [name of the [internal audit function] may only release[council/joint
organisation] information to external parties that are assisting the [name of the internal audit function]
to fulfil its responsibilities with the approval of the [general manager/executive officer], except where it
is being provided to an external investigative or oversight agency for the purpose of informing that
agency of a matter that may warrant its attention.

Role

The [name of internal audit function] is to supportthe [ counci | 6 s/ j oiaadit,riskandani sat i o
improvement committee to review and provide independent advice to the [council/joint organisation]

in accordance with section 428A of the Local Government Act 1993 This includes conducting internal

audits of [council/joint organisation] and monitoring the implementation of corrective actions.

The [name of internal audit function] is to also play an adive role in:
- developing and maintaining a culture of accountability and integrity

- facilitating the integration or risk management into day -to-day business activities and processes,
and

- promoting a culture of high ethical standards.
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[Name of internal audit function] has no direct authority or responsibility for the activities it reviews.
[Name of internal audit function] has no responsibility for developing or implementing procedures or
systems and does na prepare records or engage in [council/joint organisation] functions or activities
(except in carrying out its own functions).

[Head of internal audit function]

Option 1: In-house internal audit function

[ Counci |l 6s/joint or gamudgfrctiod is fobd ledbyaameraberof i nt er nal
[ counci | 6s/ | o istaff withhsufficent skilspkhowledgeéand experience to ensure it fulfils

its roles and responsibilities to the [council/joint organisation] and its audit, risk and improvement

committee. The[head of internal audit function] must be independent, impartial, unbiased and

objective when performing their work and free from any conflicts of interest.

Responsibilities of the [head on internal audit function] include:

- managing the day-to-day activities of the [name of internal audit function]

- managingthe [c oun/cji d iBrst o r gnéernal audittbudget 0 s ]

- supporting the operation ofthe [ c oun c i d rédgd 1 iod andit) riskrardd mprovement
committee

- approving internal audit project plans, conducting or supervising audits and assessments and
providing independent advice to the audit, risk and improvement committee

- monitoringthe [c oun/cji d idrst o r dgnaplementation obcart@ctiie actions that arise from
the findings of audits

- fulfilling the Committ egdadystategicplanl wor k pl an and fo

- ensuringthe[c oun/cji d i6rst o r dgntemal auditt activitieHconply with the Guidelines on
risk management and internal audit in local councils in NSW and

- contract management and oversight of supplementary external providers (where appropriate).
[Details of any dual responsibilities and independence safeguards]

[Details of any shared arrangements]

Option 2: Outsourced internal audit function

[ Counci |l 6s/joint or ga muddfrctiod s fodd ledbyaamemmberof | nt er nal
[ counci | 6s/ | o istaffwithosufficent skilsaknowledgeéand experience to ensure it fulfils

its roles and responsibilities to the [council/joint organisation] and its audit, risk and improvement

committee. The[head of internal audit function] must be independent, impartial, unbiased and

objective when performing their work and free from any conflicts of interest.

Responsibilities of the [head on internal audit function] include:
- contract management
- managing the internal audit budget

- ensuring the external provider completes internal audits in line with the audit, risk and
improvement committeed s annual pykadystrategioplarf o ur

- forwarding audit reports by the external provider to the audit, risk and improvement committee
- acting as a liaison between the external provider and the audit, risk and improvement committee

- monitoringthe [ counci | 6 s/ j oiimplementatigneohcorective iactiandtisaf arise from
the findings of audits and reporting progress to the audit, risk and improvement committee , and

- assisting the audit, risk and improvement committee to ensurethe[ counci | 6s/ joint or g:
internal audit activities comply with the Guidelines on risk management and internalaudit in local
councils in NSW
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[Details of any dual responsibilities and independence safeguards]

[Details of any shared arrangements]

[Name of internal audit team]

Option 1: In-house internal audit team
Members of the [name of internal audit function] are responsible to the [head of internal audit
function].

Individuals that perform internal audit activities for [council/joint organisation] must have:

- an appropriate level of understanding ofthe [ counci | 6 s/ | o iculture, systamsand s at i on d
processes

- the skills, knowledge and experience necessary to conduct internalaudit activities in the
[council/joint organisation]

- effective interpersonal and communication skills to ensure they can partner with [council/joint
organisation] staff effectively and collaboratively, and

- honesty, integrity and diligence.
[Details of any dual responsibilities and independence safeguards]
[Details of any shared arrangements]

Option 2: Out-sourced internal audit team

[Council/joint organisation] is to contract an external third-party provider to undertake its internal
audit activities. To ensure the independence of the external provider, the [head of internal audit
function] is to ensure the external provider:
- does not conduct any audits on specific [council/joint organisation] operations or areas that they
have worked on within the last two years
- is not the same provider conductingthe [ counci | ds/ | oiexrtdrnalaudiy ani sati onods]
- is not the auditor of any contractors of the [council/joint organis ation] that may be possibly
subject to the internal audit, and
- isabletomeetthe[ counci | 6 s/ | o iobligations undenthe GSaidelines ororisk]
management and internal audit for local councils in NSW

The [head of internal audit function] must consult with the audit, risk and improvement committee and
[general manager/executive officer] regarding the appropriateness of the skills, knowledge and
experience of any external provider before they are engaged by the [council/joint orga nisation].

[Details of any shared arrangements]

Performing internal audit activities

The work of the [name of internal audit function] is to be thoroughly planned and executed. The

[ counci | 6s/ j oiaundit riskand improvement commitiee fnust develop a strategic plan
every four years to ensure that all matters listed in Schedule 1 are reviewed by the Committee and the
internal audit function over each council term. The strategic plan must be reviewed at least annually to
ensure it remains appropriate.
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The Committee is to also develop an annual workplan to guide the work of the internal audit function
over the forward year.

All internal audit activities are to be performed in a manner that is consistent with relevant professional
standards including the International Standards for the Professional Practice of Internal Auditing issued
by the Institute of Internal Auditors and [current Australian risk management standard].

The [head of the internal audit function] is to provide the findings and recommendations of internal
audits to the audit, risk and improvement committee at the end of each audit. Each report is to include
a response from the relevant senior manager.

The [head of internal audit function] is to establish an ongoing monitoring system to follow up
[ counci | 6s/ | oiprogresoinimpementing colrectivedastipns.

The [general manager/executive officer], in consultation with the audit, risk and improvement
committee, is to develop and maintain policies and procedures to guide the operation of the
[council 6s/joint orgamidsfanctionnds] [ name of internal

The [head of internal audit function] is to ensure that the audit, risk and improvement committee is

advised at each of the ¢ ommnuditacevidied sompieted duiingthad of t he i
guarter, progress in implementing the annual work plan and progress made implementing corrective

actions.

Conduct
Internal audit personnel are required to comply withthe [ counci | 6s/ j oicodeofor gani sat i
conduct. Complaints about breachesof[ counci | 6 s/ j o icode of condychbyinteraal i on & s ]

audit personnel are to be dealt with in accordance with the Procedures for the Admirstration of the
Model Code of Conduct for Local Councils in NSWThe[general manager/executive officer] must
consultwiththe [ counci | 6 s/ | o iaudit, risk and improvement commitiee before any
disciplinary action taken against the [head of the internal audit function] in response to a breach of the
[ counci | 6s/ | oiCodeof€onduatni sati onods]|

Internal auditors are also required to comply with the Code of Ethics for the Professional Practice of
Internal Auditing issued by the Institute of Internal Auditors.

Administrative arrangements

Audit, risk and improvement committee meetings

The [head of the internal audit function] will attend audit, risk and improvement committee meetings
as an independent non-voting observer. The [head of the internal audit function] can be excluded from
meetings by the committee at any time.

The [head of the internal audit function] must meet separately with the audit, risk and improvement
committee at least once per year.

The [head of the internal audit function] can meet with the chair of the audit, risk and improvement
committee at any time, as necessary, in between committee meetings.

External audit

Internal and external audit activities will be coordinated to help ensure the adequacy of overall audit
coverage and to minimise duplication of effort.
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Periodic meetings and contact between internal and external audit shall be held to discuss matters of
mutual interest and to facil itate coordination.

Externalaudit will have full and free access to all internal audit plans, working papers and reports.

Dispute resolution

[Name of internal audit function] should maintain an effective working relationship with the
[council/joint organisation] and the audit, risk and improvement committee and seek to resolve any
differences they may have in an amicable and professional way via discussion and negotiation.

In the event of a disagreement between the [name of internal audit function] and the [council/joint
organisation], the dispute is to be resolved by the [general manager/executive officer] and/or the
audit, risk and improvement committee . Disputes between the [name of internal audit function] and
audit, risk and improvement committee are to be resolved by the [governing body of the
council/board of the joint organisation] .

Unresolved disputes regarding compliance with statutory or other requirements are to be referred to
the Secretary of the Department of Planning, Industry and Environment in writing.

Review arrangements

[ Counci | 6s/ | oiaodit, riskangl anprovenaent commitiee Jmust review the performance of
the internal audit function each year and report its findings to the [governing body /board] . A strategic
review of the [name of internal audit function] must be conducted each council term that considers the
views of an external party with a strong knowledge of internal audit on the performance of the

[internal audit function] and reported to the [governing body /board].

This charter is to be reviewed annually by the Committee and once each council term by the
[governing body /board] . Any substantive changes are to be approved by thegoverning body /board .

Further information

For further informationon [ ¢ o u foiniotgé@nd s a t]inrad audit activities contact [name] on
[email address] or by phone [phone number].

Reviewed by[head of internal audit function]
[sign and date]

Reviewed by Chairofthe[ counci | 8 s/ | o iauadit, risk and improvement committes |
[sign and date]

Reviewed by[council/joint organisation] or in accordance with a resolution of the [governing
body/board]

[sign and date]

[resolution reference]
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Schedule 1 d internal audit function responsibilities

[Note: each council/joint organisation is to determine the responsibilities of itgnternal audit function
Committee related to each matter listed in sectiond28A of the Local Government Act 1993 and list them

in Schedule 1tothecounci | 6s/ j oi nt @udiy@harersSaggestedrésgonsibititieseare n a |
provided below and further detailed in core requirement3 and Appendix 2of these Guidelines.]

Audit

Internal audit
Conduct internal audits as directed bythe[ counci | 6 s/ j oiauaditriskandani sati onds
improvement committee
Implementthe[ counci | 6 s/ j oiannual and strategic irtesnal iaudib vioek plans

Monitor the implementation by [council/joint organisation] of corrective actions

Assist the [council/joint organisation] to develop and maintain a culture of accountability and
integrity

Fecilitate the integration o f risk management into day-to-day business activities and processes,
and

Promote a culture of high ethical standards.

External audit

Provide input and feedback on the financial statement and performance audit coverage proposed
by external audit and provide feedback on the audit services provided

Review all external plans and reports in respect of planned or completed audits and monitor

[ counci | 6s/ | oiimptementatigneofi auditagcommendations

Provide advice on action taken on significant issues raised in relevant externalaudit reports and
better practice guides

Risk

Risk management

Review and advise:

ifthe[ counci | 6s/ | oihastin place g cumentard appropridtesrisk management
framework that is consistent with the Australian risk management standard
whetherthe [counci | @ s/ | oi n tiskmanagement Famework is ddeguate and effective

for identifying and managing the risks the [council/joint organisation] faces, including those
associatedwith individual projects, programs and other activities

if risk management is integrated across all levels of the [council/joint organisation] and across all
processes, operations, services, decisiormaking, functions and reporting

of the adequacy of risk reports and documentation, for example,the [ cou nciidtd sdrjgani sat i
risk register and risk profile

whether a sound approach has been followed in developing risk management plans for major
projects or undertakings

whether appropriate policies and procedures are in place for the management and exercise of
delegations

if [council/joint organisation] has taken steps to embed a culture which is committed to ethical and
lawful behaviour

if there is a positive risk culture within the [council/joint organisation] and strong leadership that
supports effective risk management
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- of the adequacy of staff training and induction in risk management

- howthe[ counci | 8ds/ ] o iriskimanagementrapproach imgactsionthe[ counci | 6s/ ] o
or g ani siasuranceraangements

- of the effectiveness of[ c o u n d inlt 6 ©/r jg@ managermentofritdassets, and

- of the effectiveness of business continuity arrangements, including business continuity plans,
disaster recovery plans and the periodic testing of these plans.

Internal controls

Review and advise:
- whether[ counci | &8s/ | oiapptoach to maintainisgan effectivéistdrnal audit
framework, including over external parties such as contractors and advisors, is sound and effective

- whether [council/joint organisation] has in place relevantpolicies and procedures and that these
are periodically reviewed and updated

- whether appropriate policies and procedures are in place for the management and exercise of
delegations

- whether staff are informed of their responsibilities and processes and procedures to implement
controls are complied with

- ifthe[ counci | &8s/ j oimonitoring agdarevieves of dontrolsnisisefficient, and

- if internal and external audit recommendations to correct internal control weaknesses are
implemented appropriately

Compliance

Reviewand adviseof t he adequacy and ef tompliancefframmewsksincloding:t he c o

- if the [council/joint organisation] has appropriately considered legal and compliance risks as part
of the [council&/mint organisation d8]gisk management framework

- how the [council/joint organisation] manages its compliance with applicable laws, regulations,
policies, procedures, codes, andcontractual arrangements, and
- whether appropriate processes are in place to assess compliance.

Fraud and corruption

Review and adviseof the adequacy and effectiveness ofthe[c o u n/cji d i6rst or draudand at i ond s
corruption prevention framework and ac tivities, including whether the [council/joint organisation] has

appropriate processes and systems in place to capture and effectively investigate fraud related

information.

Financial management

Review and alvise:

- if [council/joint organisation] is complying with accounting standards and external accountability
requirements

- of the appropriateness of [councild/mint organisation 6]saccounting policies and disclosures

- of the implications for [council/joint organisation] of the finding s of external audits and
performance audits and [councild/®int organisation d]gesponses and implementation of
recommendations

- whether the [councild/pint organisation 6]dinancial statement preparation procedures and
timelines are sound

- the accuracy d the [councild/mint organisation 6]sannual financial statements prior to external
audit, including:
0 management compliance/representations
0 significant accounting and reporting issues
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o the methods used by the [council/joint organisation] to account for significant or unusual
transactions and areas of significant estimates or judgements

0 appropriate management signoff on the statements

- if effective processes are in place to ensure financial information included in the [councild/mint
organisationd]geport is consistent with signed financial statements

- if the [councild/mint organisation 6]dinancial management processes are adequate

- the adequacy of cash management policies and procedures

- if there are adequate controls over financial processes, for example:

appropriate authorisation and approval of payments and transactions

adequate segregation of duties

timely reconciliation of accounts and balances

o O O O

review of unusual and high value purchases

- if policies and procedures for management review and consideration of the financial position and
performance of the [council/joint organisation] are adequate

- if [councild/int organisation 6]grants and tied funding policies and procedures are sound.

Governance

Review and adviseof the adequacy of the [council/joint organisation] governance framework,
including the [council® j oi nt or gani sati onds|

- decision-making processes

- implementation of governance policies and procedures

- reporting lines and accountability

- assignment of key roles and responsibilities

- committee structure

- management oversight responsibilities

- human resources and performance management activities

- reporting and communication activities

- information and communications technology (ICT) governance, and

- management and governance of the use of data, information and knowledge

Improvement

Strategic planning

Review and alvise:
- of the adequacy and effectiveness of the [councild/mint organisation 6]4P&R processes

- if appropriate reporting and monitoring mechanisms are in place to measure progress against
objectives, and

- whether the [council/joint organisation] is successfully implementing and achieving its IP&R
objectives and strategies.

Service reviews and business improvement

Review and alvise:

- if [council/joint organisation] has robust systems to set objectives and goals to determine and
deliver appropriate levels of service to the community and business performance

- if appropriate reporting and monitoring mechanisms are in place to measure se rvice delivery to
the community and overall performance, and

- how the [council/joint organisation] can improve its service delivery and the [councild/mint
organisationd]performance of its business and functions generally
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Performance data and measurement

Review and alvise:

- if [council/joint organisation] has a robust system to determine appropriate performance
indicators to measure the achievement of its strategic objectives

- if the performance indicators [council/joint organisation] uses areeffective, and
- of the adequacy of performance data collection and reporting.
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